
SECURING AN ORGANIZATION THAT 

RELIES HEAVILY ON CREATIVE, ITERATIVE 

PROCESSES AND THE SUBSEQUENT 

VOLUMES OF TOUCHPOINTS. Headquartered  

at Willis Tower, Chicago, United Airlines is the 

fourth largest airline in the world and third 

largest in the United States. The airline operates 

a large fleet both inside the US and across all 

six continents and is a founding member of Star 

Alliance, the world’s largest airline alliance. 

THE CHALLENGE
Most major airlines are subject to the same 

cybersecurity concerns as businesses operating 

in other industries, but there are unique elements 

that set them apart. While data privacy is always a 

concern, an airline’s intellectual property extends 

to things like pricing strategies and route planning, 

which can be key competitive advantages.

To that end, the team at United has to be able 

to cast a pretty wide net, to protect internal data 

across their entire landscape, and not just monitor 

what’s happening externally.

HELPING UNITED AIRLINES KEEP 
TRACK OF A DYNAMIC ENVIRONMENT 
FOR INSIDER THREAT MANAGEMENT 

CASE STUDY

“Understanding what’s going on inside  

our environment, from the perspective  

of data movement and data loss gives  

us a holistic view to make it easier  

to identify abnormal events”

DENEEN DEFIORE, VP & CHIEF INFORMATION SECURITY OFFICER, 

UNITED AIRLINES

INDUSTRY

Aviation

EXABEAM PRODUCTS

• Advanced Analytics

• Threat Hunter

• Incident Responder

• Cloud Connectors

• Entity Analytics



“What we’re looking at is a different set of risks  

around confidential information, because the strategy 

around how you plan your routes, networks and 

pricing, that’s how you differentiate yourself,” said 

Deneen DeFiore, VP & Chief Information Security 

Officer, United Airlines.

WHY EXABEAM?
The unique needs within the organization meant 

that Deneen’s team had to be able to keep an eye 

on an environment that includes activities around 

social media messaging for certain competitive 

announcements, financial planning from a customer 

point of view and generally, a lot of activities  

that take place outside of an operations or  

engineering environment.

Users are reviewing documents in a dispersed 

environment and there isn’t always a defined process 

for how this happens, so the team at United needed a 

tool that could roll with this creative, iterative process.

“We were able to learn how people are working 

because it’s not always a defined, structured process,” 

says Deneen, adding that whatever security platform 

they landed on would need to be able to flex to their 

creative needs AND their needs around data protection 

loss and insider threat management.

In Exabeam, Deneen’s team has a tool that’s purpose-

built for insider threat management, flexes with their 

needs, is easily implemented and allows them to add 

additional functionality and rules to incorporate data 

sources from across the organization.

HIGH VALUE INSIGHTS 
WITH FAST AND RELIABLE 
OUTCOMES

Exabeam was brought in as the initial solution for 

insider threat management, and Deneen’s team has 

seen an improvement in the speed with which they are 

able to carry out investigations. Additionally, the team 

is now able to automate more processes to free up 

team members to tackle different tasks.

Straight off the bat, the team at United was able to 

proactively identify data loss use cases, but also 

expand on the kinds of activities that might contribute 

to data loss. 

“We have thousands of employees that we need to be 

able to reach and communicate business decisions and 

key policy changes to, that have to be disseminated 

very widely,” says Deneen.

Deneen’s team had to keep an eye on information 

being shared widely throughout United for 

dissemination, to make sure that it stays within 

the relevant areas of authority, for instance HR 

documentation and processes. With Exabeam  

the team was able to incorporate more touchpoints  

than before, and ensure that information sprawl was 

being monitored.
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TACKLING INSIDER 
THREATS WITH A 360 
DEGREE VIEW

Insider threats come in different forms, both wittingly 

and unwittingly. In an organization the size of United 

Airlines, that’s been operating for as long as it has, 

you’re bound to end up with employees who’ve  

spent decades in their job. Throughout anyone’s 

tenure, you end up with personal emails, 

documentation saved to several devices, things  

you might not consider as a possible insider threat,  

but that could contain sensitive information.

Using Exabeam, the team at United has been able 

to gain even greater visibility across a sprawling 

environment, giving them insights into what assets 

people are gaining access to both physically and online 

to protect physical property as well as digital assets 

and take stock of everything at potential risk of insider 

threats, whatever those may be.

“Understanding what’s going on inside our 

environment, from the perspective of data movement 

and data loss gives us a holistic view of behavior across 

our environment to make it easier to identify abnormal 

behavior,” says DeFiore.
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KEY BENEFITS

• Easily scalable

• Improved visibility across 

diverse environments

• Better user behavior baseline analysis

• Improved speed and efficiency

ABOUT EXABEAM

Exabeam is the Smarter SIEMTM company. 

We help security operations and insider 

threat teams work smarter, allowing 

them to detect, investigate and respond 

to cyberattacks in 51 percent less time. 

Security organizations no longer have to 

live with excessive logging fees, missed 

distributed attacks and unknown threats, 

or manual investigations and remediation. 

With the modular Exabeam Security 

Management Platform, analysts can collect 

unlimited log data, use behavioral analytics 

to detect attacks, and automate incident 

response, both on-premises or in the cloud.

TO LEARN MORE ABOUT HOW 
EXABEAM CAN HELP YOU,  
VISIT EXABEAM.COM TODAY.
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