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B4 Al Engine Rule Wizard O >
" Rule Block Types |
Log Log Observed
The Rule Block will signal when the specified logs are
observed.
Data Source
Data Processor Logs
Pnmary Critena
Observed Log Source Type |s : MS Windows Event Logging XML -
Sysmon 8910
MS Wwindows Event Logging XML -
Sysmon
Include Filters

Wendor Message 1D s - 1

Mot Observed and Subject |s Mot . cwindows!isystem32iF

Comeound and Hash Is . Windows System32 Hashes
m Log Sources
@ e Block Times Al Log Sources
Group By
Mot Obsenved Process Mame
Scheduled Hash
— B | Host (imeectea)
User (Crigin)
Threshold 0 30 secs 1 min Subject

2. Al EnginelZMicrosoft
- Sysmon®Event ID 1 (Process
Behavioral Creation) 851U Y,

Unigue Values

A% —F1b70%+<(11090.001)

TNIBNTBTI=volE. A< F& I O—)U (Command and Control /TA0011) %
IT AR ZFIT LT LT BOHICHEENANE T, TA00 1k, HEEHIZH XY AT
— RN TCEHR FICBW VAT LEEDISITBETEH ERTEDTT, X T —IHERK
PrROYV—MEMEOBEH#ICL>TIAR Y F&OV M= VAL T A EZIRIChTE
W MITRE ATT&CKTlEZ DER AR T 5T HICRRNGBRZDHEHELTVET, LH
LREBICF ER7OrIILPRY D=0 —ERERBLTH A 7O VA ERTE
Bl XERENTWBULICELDEEN TV Z v I EFEIELE T,

Internal Proxy EVE T AT LD 71y &ERELIE 2y T —7BEDHN'RELT
WEE T AHEFITY, b T70voETOF I PR—MNIZALINTERIETES Y —ILEL
THTRAN, ZXProxy. ZXPortMapZx EAEISNTWE T,

MITRE ATT&CKISWER T O+ > Z BRI T 25 EL LT BERY N —UBEZTOGEL. &
BVNECNETHRAINIEDEWTOLADBELTVAHEIFEDO LD EHEREL TN
T BRIV —BEEHMELTHTOLANS, - —RIEEEBRICEEL
Xy NI —=0T 071 ETABRECTHBHELTVET,
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XY RT—=0 7 2% BT BEE
WEEGLT—270-B1: 0547
YD —N—DORETEEZK
ECLEEB T — 27 R EL TS5
B EFKBELEWNFEALE
BELGEWI ATV MR KREIC
BELTVWRHEHLE) ZHELE
T E e BRRY NIV BEET
DIEWNBENNFINETEHAIEN
fecEDEWTOEXp@EELTL
BIFBAIFROLNEHMTLE T, &
ST ERR—FCHFENETO
E)VEE) [CEBLGVREZER
HTEDLD /Ty AR Z I
R LE T,

Exabeamid. Microsoft Sysmon®
Event ID 3 (Network Connection)
|CRRER SN AERTIBERZFIA L.
HTRANZZE DR 7O+ Y —)b
R T2 —IVERFELE LT, 2OV —)VIE E—7 0t AR CHEfiie ZEL BRI
BEEERBT 5/ \2—Z RE LT T, G E SIEMABEDORRAE NaE Frtk) ZERIC
Y CEDLD. IV TA TABEEBEYNCRELTHLIELFHREGEVE T,

Exabeam
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ﬂ Al Engine Rule Wizard

C RicBockTypes || RieBeckDesger |
Log o o
B o (w]
Observed
3 e Tl
Not Observed
Compound
Not Observed
Scheduled
Rule Block Times
0 1 min 2 mins
Threshold I
Unique Values ! ' ' ' .
0 1 miry 2 mires
Behavioral

0q
The Rule Block will signal when the specified logs are
observed

Data Source
Data Processor Logs

Primary Criteria
Log Source Type Is : MS Windows Event Logging XML -
Sysmon 8/3
MS \windows Event Logging XML -
Sysmon
and Vendor Message D 1s: 2

Include Filters
Commeon Event Is : Inbound Connection Observed
and Direction |s : Internal

Exclude Filters
Process Mame s :dns exe

Log Sources
All Log Sources

Group By
Process Mame
Process D
Haost {Origin)

3. Al Engine)L—JUIZHTRANZGEDIEG 7O+ Y — LR I&H]

Threshold

Unique Values

Behavioral

/. exabeam

Log Observed
The Rule Block will signal when the specified logs are
observed.

Data Source
Data Processor Logs

Primary Critena
Log Source Type Is : MS ‘windows Event Logging XML -
Sysmen &9
MS Windows Event Logging XML -
Sysmon
and Vendor Message IDls: 3

Include Filters
Common Event Is : Outbound Connection Observed
and Direction s : Outbound

Exclude Filiers
Process Name s : dns.exe

Log Sources -
All Log Sources

Group By -
Process Name
Process ID
Haost {Origin)

E94. Connection Proxy7
Iy EBRHTBIV—IV
MDBlock 2

exabeam.com
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KE7OrVERDRHFFSHL (T1048)

WEEHNBHDERZAFLIES. SUIHONT ITHERY N T—IANRE T2HELD
WE 9, Tnld Exfiltration t 777427 Z (TA0010) D—EBTHY ARKERNGT I Z v IR
Exfiltration Over Alternative Protocol C9.,

AROCQ ARV MAO—)V) FrRIVEERAEZTOMNIIVAEFE>TT —2&FH
T2, T—RIEQY—/N\=EERDRY T —rRITESNDCENAZNRBETO T
JUITIEZFTP SMTP.HTTP/HTTPS.DNSIEEAZEN. Fr XIVELTII ST RA M —DTx
EDABZ—% v MWeb H—EXELFBITNES, |

— HRFCdH > TMITRE ATT&CKIZ, 38
The rule block will signal whenthe oversl result of he criteria expressions is true. BB ET—4 70— @251
T —IN—HOZETIELY
FEMNCEEEFELTWD) ZRY b
— T —EADSENTHIE I EHEREL
TVWEY,

Data Source
Data Processor Logs

Prnmary Critena
Log Source Type Is : Syslog - LogRhythm Network Manitor
Include Filters

Classification ls : Network Traffic
and Direction |s : Dutbound

IP Address (Impacted)
|P Address (Origin)
TCP/UDP Port (Impacted)

Data Fields
Host (Impacted) KBytes Rowd
Host (Impacted) KBytes Sent

Time and

“All Log Sources Red Canary®Atomic Red Team
Grow By |l Exfiltration Over Alternative

Protocol-SSH7: EE#DIREET A b HY
BEINTEY. KEEDtarballZ15%E
FAAUNEH T BEEEBIRTCERE
9. ExabeamliE b FIL—) )b AL
TCCDTI v %EEHLE T,

Schedule
Live Time Period: 0 Day(s) 00:05 hour(s). minute(s)

Evaluation Frequency: Auto

F 3 NetMonDT—2EEAIL. %
DY NIT—=07 T )r—3>
(HTTP.FTP.SMTP %z &) |38 & =15
B>XREBEEAIN—RA TV EEE
LEI. RICCEKBEENZEELZ LB
feEaIV—IVERAEE. 75—k

Evaluation Schedule: Always active
BExpressions
1. Sum(live:Host (Impacted) Bytes Revd) =4 * Sum(live:Host (Impacted) Bytes Sent)

Result: 1

E5.Al Engine JL—ILT{E 7O IVEBROERIFSHL >
(T1048) 1% 4840 EERLET.
1 Application ~| Host (Impacted) KBytes Revd ~| Host (Impacted) KBytes Sent ~ | Outbound percent of Inbound v
188 stickyads 3.651367188 9.385742188 39%
189 stun 122.6367188 112.5019531 109%
190 symantec 2.853515625 6.615234375 43%
191 t_mobile_app 4,754882813 306.4355469 2%
192 taboola 30.06835938 13.54296875 222%
193 tcp 539.9072266 3697.595703 15%
194 teads 6.299804688 21.07910156 30%
195 teamviewer 1.93359375 2.16796875 89%
196 telegram 2.594726563 2.05859375 126%
197 tidaltv 13.5 6.525390625 207%
198 truste 18.41210938 81.93261719 22%

B6.%v FI—0T7 TV —a R R EELREE DB

/. exabeam exabeam.com | 16


https://attack.mitre.org/techniques/T1048/

Using MITRE ATT&CK® in Threat Hunting and Detection Exabeam

eBook

FSA7 INAXEE (T1189)

WEEH KL ZEILL EBEI AT IBRZFBENT Sa1lICIE 7 Initial Access
(TA0001) AR T DRELBYET, Initial Accessid. WBEHR XY N T—IICRIID EH
HRLTDITHIBTHRARE NIV BRI R T4 VATHY ZDFEERIFZIEICHTE
W&, ZD—FIH Drive-By Compromise (R4 7/\AKE) T, ZhE1—H—HEE
DT> TWebt A baBELIBR KEEN TSV —2BRALTIRATLNT It
AZ(35FEIZELET,

MITRE ATT&CKDRRENA A 2> A Tld RDEITTHRNENTNET,

MERT A MERDORSATNABIIRTOA MDIHFTREERITZDIEHLL, TV
P—T O ADEEEE. AEE T 71 IVDEE A RITHEMZIE > fzProcess Injection®
JEH, Discovery;EENDIRH ENNY —IVEnXZ "B T H5EEGRY NI —UBEEE. IVF
AV DR EHE TERINETH S,

Exabeam|I. 2D T 7 Z v L TRDESTIV—IVERELTVE T,

o IDSPAVOS TRIVIT 7 H R TBER ) H—,

o B—RA LAY ETTZUH—=7OCAN %tempU 74 ILE—ITT 71 IV EEEAAT
WBA N M EFER,

o FEEDFIBICES>T FZATNABABRDESUEENZ DY T FAMIETHRILLE T,

Log Observe:
The Rule Block will signal when the specified logs are

observed.
Data Source
Datz Processor Logs
Primary Critenia
Log Source Type |s : MS Windows Event Logging XML -
Security
o o Include Filters
Object Iz : “Ftempin.”?
and MPE Rule Name Is : EVID 4663 : \white Data
and Process Name s :chrome exe
edge.exe
firefox.exe
iexplore.exe
Log Sources
All Log Sources
Group By
Host {Impacted)
| Host(Origin)
Rul nes {
—_— |—r—
1] 1 min 2 ming
Threshold 3 "
1 1 1 1 1 _
Unigue Values . .
0 1 min 2 mihg

Behavioral

[ 7: Al Engine Jb—JV (Rule Block 1) — Drive-By Compromise 77 =y 7 D&
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B —EXE17(T1569.002)

FEAEDHETIIHIHAERPE T Execution (TA0002) ZRITTDRENDHINE T, DRI T
ARG HBEDGIHTZI—F20—AIVERIEVE—PDVRTLTERITELESTIZ
VOB ERLE T R W7V EATRALIRICO— N ZRTIZFREL T £ cia
IO TRY N T =T EDVE— VAT LD T 7 CRAZILKR T HRICERANSNET,

[ —E X517 (Service Execution) | (&, BE&E HWindowsDService Control Manager
ZRHRALTCEEDI—FZRITIZ2—MNGETI =y T, WEELService Control
ManagerzzEWindowstf —EREEE T2 A A2 BLE T /\AF U, ARV AT T
HERITTBHTENH D, TNUSFT LWL —EXDIER (New Service) PEEEY —EXDEE
(Modify Existing Service) ICK D> TRIRTE. U —EREFIB LKL PIERERD—IR
ELTRVLLNS,

RHDERTIEMITRE ATTRCKIFRD L DITTRLTWE T,

Y—ERBEEDL IR NMEDEEP Y —ERAZEETCESY—IVOIR VY FSAVERT
HDEHIDY 7 b 7RI\ FHA IV E—BLEWBEIERBERGITNETT, /1
PRIV TS D—BRTOIHEON T —ERIFAFHEZBRNELTW WS T—E
ABEHRICTTORBNRENSDHIEETY (L EAITEEE Y —)U Pskxecz R LT
BEEE).

B Al Engine Rule Wizard O >

RueBookTypes || RueBockDesgner | Rl Block Summary

Log Log Observex

O
O

Security
o MS \windows Event Logging XML -
Sysmaon &5/10

m]

MS windows Event Logging XML -
_ . System
Net Observed MS \windows Event Logging XML -
Sysmon

Include Filters
Common Event |s : Registry Monitoring Event - Add

el
4 =]
=
5
&
[=
5
=1

and Object Is -
SystemWCurrentControl Setl\Services\|([]+)S
Commeon Event |s : Software Installed
and Viendor Message D Is : 7045
Commeon Event Is : Process/Service Started
e imes and Command |s ; se[“>"create[" ] binpath

Log Sources
— N (| Al Log Sources

30 secs 1 min G

O The Rule Block will signal when the specified logs are
observed.
Data Source
0 Diata Processor Logs
Primary Criteria
Log Source Type |s | LogRhythm Registry Integrity Monitor
M35 Windows Event Logging XML -

Not Observed
Scheduled

[am)

roup By
Host [Impacted)

Threshold |
—

Unigue Values

o

30 zecs 1 min
Behavioral

8:Al Engine/L—JV (7 Av%1) — Service Execution79 =y DI&H]
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Atomic Red Team|C I ATV Z % &sEd 57T A [Execute a Command as a Service |
DPABEITNTVEY,

H—EADERZRINTWBL IR M) F— (SYSTEM\CurrentControlSet\Services) |9 %
LYAMIBEEEEMICL, AN EID 4657 (LY RMNMEDEE) ZBE1T5E.TDTIZ
W ERHTCEX T, EKICEERRDEZDIMagePath THBIHEIEEETE T, ID 4657
TR —EXDIERPRIEY —EXDERE WV OIREANGIREZ FAICHODDST1E
AETY,

B —EADKRTA M ZAMEBETNIE H—EXDIERPRREIE SRR T B MDA N
FEBRTY, feEZIE SEF 1T 0T DANERD 469771 TF LWV —ERDMER TN
felZEERLE T, £ 7Ot ARBA N~ 4688 DO RS54 > hisc startA®sc create
ITEBBILTONIE scORY RTH —ERDRIEEINTRIBEMD BT T, Fe E LI E .
BIE Y —E X DImagePathz E#&E T#Z 121 Win32 APIDStartServicezZ M UH L7z LT
scEEEE CED 8. ID 469704688 121 TIXBRAN TIEHBY T Ao

Exabeamidt —E AR17 (Service Execution) Z1&F I B/L— )bty b ERELTHI. &
HOTY—RTHTBEE T IV2—2FRALTWE T, ZDIV—)VTIEF OL YA MIE
B QU —EREBRIETROARVRIAVRIT.QOVI Iz 7Aa Y —ERELTERELzCE
HRGANYMD 704575 E I EDE T —ERM VA ML EBEHNLE T,

B Al Engine Rule Wizard O *
" Rule Block Types Rule Block Summary

Log Log Observed
The Rule Block will signal when the specified logs are
observed.

Data Source
Data Processor Logs

Pnmary Cntena
Log Source Type Is : MS \wWindows Event Logging XML -
Security
MS \windows Event Logging XML -

Sysmon 89
MS Windows Event Logging XML -
m] 0 System
MS \Windows Event Logging XML -
Sysmon
(| O
m} 0 O

Include Filters
“endor Message D |s 7000
7009
7035
7036

Commeon Event |s : Process/Service Started

”J:?:: Ir and Command |s :sc[ ] start
Rule Block Times Log S
All Leg Sources
— | Group By
0 30 zecs 1 min Host (Impacted)

Threshold |
—
1]

Unique Values )
30 secs 1 min

Behavioral

[ 9:Service Execution77 =9 %1&%019 3Al Engine JL—IL—IL—ILTOv%2
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MITRE ATT&CKIZ. BED TV Z v ZnfEL. TDE
NZEE T 55X CIHBITRNGTIL—LT—UTT,
SERAAER SISO AN —F 1) 7381k
RECEMLET,

AZETI& MITRE ATT&CKZ AW CE EA&EN = [ D4

(Assess) -53@{t, (Enhance) - 7 X b (Test) J T HFEICE
mEYTE LI, Exabeamid. 75T KRR A T4 ThREF
V7L Z ZARROMSIEMICMITRE ATT&CKZ#HFIAF A
R - RFT AR RE R BRI A RIBLGEIT TWE T,

/). exabeam

ExabeamlZAIR) 7> DtF 1) F4ARL —a iR 55
Learn more at www.exabeam.com —

A—/\W—F—T7,. RBAEDT —2BRYViAdH. BNEDH
IV T—y70—8EMbic&I AV T LIR A IFTRRA
TATRA TERERKEDE IR - FHE - XI5 (TDIR) 75
F7+—LERELTVET, SIEMEUEBASE TORIE. AlZi%
ELEMBERFBLC HRAPOLF 1) T F— LY 1/~
BREBWV VR ZERL EREZREL TEDLOIZELET,
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