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AI Technologies in Security Operations
The first AI program was announced in the mid-1950s, and 
machine learning (ML) was developed in the 1960s. Deep 
learning, a subfield of ML that uses multiple neural networks to 
analyze raw and unstructured data, was introduced in the late 
2000s and provided the basis for natural language processing 
(NLP), speech recognition, and computer vision.

Deep learning proved pivotal for security operations centers 
(SOCs), driving functions such as vulnerability identification, 
network traffic identification, and false-positive tuning for 
products such as intrusion detection systems (IDS), intrusion 
protection systems (IPS), and basic forensics.

But beyond that, deep learning also enabled the development 
of generative AI, which analyzes and synthesizes the inputs in 
its dataset to produce novel outputs rather than parsing and 
classifying information. As explained in the white paper, this 
holds promise for new security applications — but it has serious 
security implications as well.

Artificial intelligence (AI) tools — including generative AI,  
which can instantly create original images, text, and code 
— are being adopted by businesses worldwide. While such 
tools have obvious benefits, they also expose organizations to 
unprecedented risks and threats.

This brief primer — based on our white paper, A CISO’s Guide  
to the AI Opportunity in Security Operations — gives an 
overview of AI in security operations at a glance. First, it 
establishes the history of AI and how it has shaped modern 
cybersecurity. Second, it describes how the latest iterations of 
AI are evolving cybersecurity. And third, it advises CISOs on 
how to purposefully evaluate AI solutions and providers.
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Exabeam is a leader in intelligence and automation that 
powers security operations for the world’s smartest 
companies. As a global cybersecurity innovator, Exabeam 
provides industry-proven, security-focused, and flexible 
solutions for faster, more accurate threat detection, 
investigation, and response (TDIR).
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How AI Can Help and Hinder the SOC
Despite the excitement around generative AI, threat actors can 
exploit its capabilities. This can begin with scalable phishing 
email campaigns but progress to advanced applications like 
polymorphic malware, capable of evading detection through 
sophisticated techniques. Generative AI can also craft malicious 
binary code, disrupting automated systems.

In early 2020, the FBI warned about deepfake technologies 
passing biometric tests, enabling threat actors to bolster social 
engineering schemes. Now, thanks to the latest technologies, 
they can fabricate entire ecosystems of non-existent products, 
individuals, and companies in minutes rather than days.

The risks extend beyond external actors. As organizations 
embed AI agents into business operations, a new form of insider 
threat emerges. These agents operate with valid credentials 
and trusted access to handle sensitive data and execute 
autonomous actions. If an agent is misconfigured, hijacked, 
or jailbroken, it can introduce risks of data leakage, privilege 
misuse, or unauthorized changes that often bypass security 
tools dependent on static rules.

Can the SOC employ generative AI to combat these threats? 
Possibly, but as the CISO’s Guide explores in detail, security 
teams must acknowledge its limitations. Generative AI models 
are opaque, making it impossible to trace output derivation from 
inputs, leading to issues such as:

Hallucinations: Generative AI can produce nonsensical outputs 
based on likelihood rather than factual validity.

Model collapse: Generative AI can deteriorate in quality when 
fed content from its previous iterations.

Non-compliance: Generative AI may lead to privacy and 
intellectual property (IP) concerns if fed sensitive data.

Fortunately, the ML technologies driving security information 
and event management (SIEM) solutions offer transparency. 
User and entity behavior analytics (UEBA) employs ML to 
establish an activity baseline for both human users and  
non-human entities like AI agents, aiding in deviation detection. 
By ingesting data from platforms where agents operate, such as 
Google Cloud Agentspace or custom applications, Exabeam 
learns each agent’s normal behavior. This allows security teams 
to see when an agent deviates from expectations and respond 
quickly, closing a critical visibility gap.

Integrating AI Security Tools Impactfully
Will the latest AI tools transform security operations? There’s 
a lot of potential for AI to support some threat detection, 
investigation, and response (TDIR) processes — from the 
dynamic creation of playbooks, to the simplification of SQL 
statements, to proactive threat hunting based on historical 
patterns and predictive analytics.

But, CISOs need to be discerning when vetting new AI tools. 
When deep learning technologies first came to market, and 
when zero trust became an industry best practice, opportunistic 
vendors came out with all sorts of overhyped products. CISOs 
need to be realistic about the gaps this new generation of AI  
can feasibly fill.

SIEM capabilities like UEBA and SOAR are currently the most 
effective tools for TDIR. Even though new attack techniques 
and zero-day vulnerabilities continue to emerge, the foundation 
of monitoring and automating incident response remains 
unchanged. Yet, emerging AI tools can ease the workload 
of security practitioners and enable them to focus on critical 
thinking and judgement on the most significant threats.


