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Hi Heidi, welcome to New-Scale Security Operations Platform!

The New-Scale Security Operations Platform provides applications, tools, and content to help you continuously improve your security posture.

/ COLLECTORS SECURITY MANAGEMENT / TDIR / PLATFORM INSIGHTS

© £
Cloud Collectors Action Editor Threat Center Outcomes Navigator
Configure and manage cloud log collection and Create investigation and response actions for Triage alerts, investigate threats, and respend to Map threat coverage against use cases, log sources,
context collection Incident Responder cases and detection capability

® 1l Q

Site Collectors Advanced Analytics

Context Management Service Health and Consumption
Configure and manage on-premise log collection and

context collection

Detect and investigate risk based threats with

Configure and manage context tables .
behavioral analytics

Monitor platform health and consumption

® A
Saa$ Cloud Connectors Correlation Rules Alert Triage
SaaS - Configure and manage cloud log ingestion Cenfigure and manage correlation rules Triage third-party and correlation alerts
B>
Log Stream Automation Management

Manage automation 100ls to detect and respond 10

Configure and manage data pipeline
9 d PP security incidents

©
Dashboards

Visualize data for threats, health, compliance, and
reporting

Q

Search

Search, hunt, and investigate threats

X1.Exabeam7—F7IFvETIV
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OUTCOMES NAVIGATOR

Explore Exabeam Content Through These Portals

Use Case Coverage  MITRE ATT&CK® Coverage

View Outcomes by Use Case

MALICIOUS INSIDERS
8 Use Cases

Privilege Abuse

Abnormal Authentication & Access

| —
Data Leak

| — |
Workforce Protection

| — |

Data Access

Audit Tampering

Destruction of Data

Physical Security

USE CASE COVERAGE SCORE

None == Good == Better = Best

EXTERNAL THREATS
5 Use Cases
Cryptomining

Brute Force Attack

Ransomware
| —
Phishing

| -+=
Malware

| —

0_%@

@ Show Hidden Use Cases  [ERANTELICELVICEIISE

COMPROMISED INSIDERS
8 Use Cases

Privileged Activity

Lateral Movement

Compromised Credentials

| t—

Account Manipulation

| -+=

Privilege Escalation

Data Exfiltration
| —
Evasion

Cloud Data Protection

[2.0utcomes Navigator—1—RX5—ZH/I\LyI 2T

OUTCOMES NAVIGATOR

View Use Case Details

u

External Threats(s) -

Cryptomining

| | - Use Case Coverage @

O Good

as of 03/13/2025

Brute Force Attack

Ransomware

Phishing

| -+

Ransomware outcomes

Malware »

Ransomware

Advanced Analytics Rules

&, Coverage Export

Detect and respond to ransomware attacks by adversaries.

Coverage Over Time B Last6 montn

Organizational Coverage  Recommendations.

Product Categories Resources

10/59

Enabled / Recommended

0 Ransomware Use Case: Introduction

O Ransomware Use Case Webinar

]
COVERAGE COVERAGE
e Dashboards
0 Satisfied 0 Enabled
0Enabled e

Optimize security using prebult
content organized by Use Case

e —
Sep Ot Nov Dec Jan  Feb
COVERAGE A
Good
6 Satisfied Correlation Rules
13 Enabled
View Advanced Analytics Leverage custom rules to mitigate

Rules

Ransomware Product Categories

59 Categories Q<

PRODUCT CATEGORY BY PRIORITY

PRODUCTS CONFIGURED

specific threats

View Correlation Rules

Gain greater insight to your data
through tailored visualizations.

View Dashboards

‘Sysmon(Microsoft): Parser Calibration Tier Average 4 Event Viewer - Application(Microsoft): Parser Calibration Tier Average 1
endpoint auditing

Event Viewer - Security(Microsoft): Parser Calibration Tier Average 1

access management Okta Adaptive MFA(Okta): Parser Calibration Tier Average 4

Check Point NGFW(Check Point): Parser Calibration Tier Average 2 Cisco Network Security(Cisco): Parser Calibration Tier Average 1
firewall

FortiGate(Fortinet): Parser Calbration Tier Average 4

[3.0utcomes Navigator—1—X 47— X ¥l EE
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o BFZA—R7— Rzl T ®WaAT ) EANY MER!

e RI1—RT—ADAHNLYIERALEERHOWRT—r 70—

o MITRE ATT&CK 1) — RI—R 7 —XICEHET HREETIP (Tactics,

Techniques, and Procedures) Z—&&RRL &I, TNTDOTTPZHEERL L
HaelView AllE21) v LE T,

S LU 7 DG EETTPIEDefense Evasion, Impact. Initial Access.
Persistence, Privilege EscalationC9, N— & T EBICIEProduct Categoriesd
AN\ IVDBY AL —R T —RAFICREBHDEEH AT IR - Bk
BBl —8BRRINET, I—RT—REHRNAICH/N—F Bl KR HD
TANCDHIELES T DDRBEEREL THLIENHERINE T,
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— AR CEX T, INSIEDBICERIEEEZ BRI ABRITERINE T,
INSIFERORAMEREB R OERALE T, I—RT7—RDA/NLY D%
ZBL7z5.Recommendations 27 (K 4) & 0') v 7 L TREREZHERLE T,
RRIEFRD2ATANCHEBEINET,

LEFLVRGRDERE

2.00NN—=V 7 DRELENE

OUTCOMES NAVIGATOR (al °@ @
View Use Case Details
Ransomware & s port organ
Products should strive for Parser Calibration Tier Average 1 ®
Cryptomining
ot 1| s eroower us 7
B Force Attack Microsof ft B 4 W
| -
Reviewed
Ransomware
| — 1 rorine For Review
Phisning . Cisco W Y For Review
| -+
Microsof Microsoft CAS 4 w
Malw:
| R 50120 >l
Add products from these categories
-ategories provide the field and activity type detail needed for full enablement of this use case. Some products provide more than others so consider “defense in depth” of multiple products in this
Epp (Endpoint Waf (Web Application User Authentication File Sharing
Protection) Firewall) 0 products enabled 0 products enabled
0 products ens 0 products enabled
Ensure events are not filtered
Events could be fitered out anywhere aion g the chain from firewallrules and proxies or Exabeam Event Selection. In adition permissions on cloud a gents may not be enabled to see all events. Please verf fy key events
fitered o

[E4.0utcomes Navigatorifti2 515
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Parser Calibration Tiers (Last 24H) ®

® Tier1 Tier2 @ Tier3

_________________________________________________________

[5.Parser CalibrationP g (Tiers)

Step 2: 7 —2YV—ADIUE

BTG T—2Y—A%4EE LTS, CollectorEE>TZF DY —A%F 2/ R—
FLE Y, A% & New-Scale PlatformD#i &1 I AMNATZ4 > (K 6
YN LIAG AOE LT, Site Collector, Cloud Collector, Webhook. Cribl
Feed. Context Management & EQFIBTEE T,

07 UREAIELSERE T BT EE. Exabeam DR - DY — )L IC L TEeED
DA L) —TRABWEA VT I)I TV ARRITBIODE—HEBTIET,

K6l d K21, Collectorh 5D 7 —Z2 A M) — LlEFEE E . Log Stream|(c

ESNTIV)YFAY M RENMTONE T,
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Log Stream - Advanced Analytics
I Sessions | | Models | I Rules |

| Parsers || Events || Enrichers |

Collectors

==

r Correlation Rules Builder

| Rules ﬂ — Dashboard

Unified Ingestion Pipeline
. {

!

B6.7—Z2MVRAHINA TS 1

Cloud Collector&{EZ (X T 57 RN A —D T —R2E—ETCINETEX
T A —CERZITIRRATATTHI LI 2A LIELICHRIARREE B
@JZ@'—}bLij}

Cloud Collectordtzy b7 7 FIBISIES DT ST R)Y —RICK>TERKY
FIH. —RBITIEIDRNITHEIET,

1. EEEERZ RS

2.T7VRRF— /=Ly SR

3. Cloud Collectors TR Y — X & 3&1R
4, BEOA VA M—IVFIEZET

feEZIR. BEHL CHAE TN TCrowdStrike® Falcon Cloud Collectorz 23R 9
% & CrowdStrike Falcond A7 #EVIAGERENEEICITTAE T (K 7).,

eeeeeeeeeeeeeeeeeeeeeeeee

[7.Cloud Collectordfl

Site Collectorld. AZBH —/\— 2 RF L T—REVZ—ITNMA AV T L2
A®D Syslog. Windows, Windows Active Directory. Splunk, Oracle, Microsoft
SQL.MySQL ZEDY =R o0y /A XY b T—2%ZINELET (K 8) . IN&E
Lrea 7 & Ef-lEs b Enic 7 —2 A M) — L#EH T New-Scale Platform
IOXEENET,

Site Collectorm & A I BMIE. £T A T LI XITTHELULEDSite Collector
VARAVREAERLE T, AV RA VY REAVER LTS5, Z D Site Collectorz{#
DTCAVTA DR )Y —ADSDINEREZTTVE T, fe& AL, Collectors
Library™CSyslog Site CollectorZ:E&4R L. XIRDSite Collector1( >~ X 2> X %45
E I UL SyslogO T DUEHL T CICHIATEE T,
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A SITE COLLECTORS g @ @
@ Overview Site Collector Instances Collectors Library Template Manager
o OVERVIEW LAST DAY TOTAL VOLUME / COUNT
<
et TOTAL COLLECTORS STATUS GROUPS MySQL Windows Active ~ Windows Syslog Microsoft SQL Splunk Oracle
o Healthy (39) - Directory
977 oo 406K 3564 MB 1579 MB 42.43kB 150.06 MB 124.49 kB

Error (934) —
= — | | o~

<0>
=
selecte elete op - -at-sc-2 + ing Searc lew Collector
5 selected Delet St All Types ngsc-at-sc-2 Running f_, New Collectt
<>
g ™ COLLECTOR COLLECTOR SITE COLLECTOR TEMPLATE LAST DAY TREND  LAST SEEN STATUS
~
VERSION INSTANCES APPLIED VOLUME/COUNT
afew
2 Sysior sysl0g20231031060350291199  n/a ngsc-at-sc-2 oM 0 ® Runnin,
A 8 /) svsig yslog / g . ~cconds ago 9
I
B8 wee Oracle oracle20231031060343938480  n/a ngsc-at-sc-2 h 0.03 MB 0 atew ® Running
seconds ago
“ MysaL mysql20231031060337641867 na ngsc-at-sc-2 h 0.02 MB 0 afew ® Runnin,
Y vsq 9 : seconds ago 9
I
P> Microsoft SQL mssql20231031060331455750 nla ngsc-at-sc-2 h 0.02 MB 0 atew ® Running
seconds ago
Windows Active afew
; 1dap20231031060325266368 nla ngsc-at-sc-2 p 2 0 & Running
Directory | seconds ago
: Rows per page: 25 v 1-50f 5

X8.5#x @R DSite Collector—&
ATv7 3!

AN —LDOSERLGT—2EHE 24507 2 NELTSAREIRIZE (loQ) D
BREPN—RS1Y,/ BERNICHBTEDALI/N—RUEBETVET,
Exabeam{ZCIM 2.0(CED<tF 1) 70 FODILEBERE T IV (AM) ZRE
LA =TV —AEELTTY/OT —IN— b F—EBHLTVOE T, CM &
ITRTDANRNYERDEZRBTA— v MIERILL. AN\ —tF2) 74D
A—RAT—RA%EZZET,

Universal > Subject > Activity Type >

FeEZIRBRONE A—IVEEANRY DB L AV —ICEDKDICDEENDH =
TLTWVET,
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New-Scale PlatformlZZ DAY M ETFIVEEBE LT BROEER H7 - &

T REEITVET, AV I T AN/ NN——HMEEIL, 2R GO R DS

EEEINAM 70— IV R ZERLE T, Exabeam Tl FEGZF2U 7
BRPERATLOV A RBET DT REEDT )2y bN\—T—ZRHELT
WK,

T—R2AMN)—LERVAAEHEREIGC TN —ZHREAIAXTE
FI, HAEZIARIEANRY N ETIVDREBALDIZHD XDELSHEBENTEHE
IB%Y,

« RET—2EHRN LT AN —IYBLUCIBIR MNEERT S

o« RVA—QITOY 74— v DA EDLOBERICGGAET S

« BB CHERAIZERREAEE -XELTS

CIMTIE 74— ILE (WFTNDLNLTE) ZCore /Detection,/Informational
DI TERTHELET,

Core 71— )UR 1 ZBALREAV T BIRB NV EZ—Z FERITE AN MEE(IC
AR

Detection 71—V R EAT IR TS b 74— LIEE BRREEZBIZH %
=EL

Informational 7 —/L FI/RA MOIEELMACT RL R ECENIBERZ 121t
INSDEANLICEY. OF DELRIEMEESHEHASMERRBREZIRET
FE9,

/. exabeam

Universal
Subject
email Activity Type
email-send Extension
Fields m365 audit log
time Fields
product sender [empty] Fields
product_category recipient src_ip
vendor attachment object
platform email_subject
landscape
outcome
subject
host
activity_type
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X ). LogStream T/\—H—%
N BRETBH

Log StreamiciZLive Taill§gEDHY, T— 2 DEViAFHEIN— 2T BT IVZ
ALTERTEEY, 72V —RAERETSHIL. Log Stream TEEZERZED
FEICHES LD SRR TEET,

Ff-Context ManagementZFIBBLTAANY MO TF X (FIN1EHR) =
MZAAZEHDTEET, ATFAMEIBINT B, Search-Correlation Rules-
Detection*DashboardsDR#EEEICHITB NN Ly IHEELET,

Step 4: T —2EVRIETIVANIVEVT TS

TTETC 7T —RaHEANY MERDBHDEF 2 T HREEDLSIC
BT HHERERRLE LTz, Log Stream&Context Managementh EEITA N
> & RBEEL. Outcomes Navigatorh\ A N\ MERIEFERICI vV EV T LE T,

1) 27 EHDHERIC DUNT & New-Scale Platformic$8H+AEN B R A>T
I ZADBEEMICHIEL TWS O BRI INEITDIEE A,

ZRlcOutcomes NavigatordOrganizational CoverageZ 7 IR, 2 HEED
233> “Ransomware outcomes” (10) |7EB L TLEE W, TTTIZUEBA
Rules Coverage &Correlation Rules Coverage A7 HFRREN. WEEES
¥ TUse Case Coverage hNEHINE T,

Ransomware outcomes

I A ¢
COVERAGE COVERAGE

Advanced Analytics Good Correlation Rules None Dashboards COVERAGE
Rules 6 Satisfied 0 Satisfied None

13 Enabled Leverage custom rules to 0 Enabled Gain greater insight to 0 Enabled
Optimize security using View Advanced mitigate specific threats View Correlation your data through tailored View Dashboards
prebuilt content organized Analytics Rules Rules visualizations
by Use Case

[X10.0utcomest}<1)—

WKWK ERARFIDIEEITHEFHF 7, New-Scale PlatformiZCIMAEE A2 L35
UEBATERB1TEZ &I T HEEBIT TR DOEE D) L—IV TloC X—AD
TITAETAHEBRHLE T, EESD AN X LG )V—IVEBEBEBOL+2
JTAT —F T F v ICEDETHAZIAXRRETY,

View Advanced Analytics Rulesz7) w7 35&E /Ny I A7 2R T 5
@RIV —ILD—EHRRENE T, EHRICCorrelation RulestFEER CEX T,
NTE VY LT 7RBITH LU THER SN TS Correlation Ruleh™ 4L
DEWTENDHINE T, INTIEFEICRAS O RDRA Ty TELTBHIR
BICEDLETUV—IVZEBNTATEEHETTHLET,
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Correlation Rules X

NAME CREATED BY DESCRIPTION ALL FIELDS SEEN ENABLED

Brute MFA Attack

Custom ® Satisfied Yes
Detection

Rows per page: 6w 1-10of1

E11.579 Lo 7 EES IV —IV—&

Step 5:URVETIVICH ST RO v I DIESE

# LU Correlation RuleZER 75— BIE LT IV—IVDITeGA O ZERERT
BHEDHYE T, K12iESearchX—I DHI T, SQLEFSHLTH T4—Ib
FaBIRL AV Z2—TI— R ECREREZBRTEL T, TSICExabeam Tl
BASERRDOEEN D). FRLBRNEESELGV T SE\EHEHRTE
BIcDFHEDTFIRANTEEMGY T DER A EEFZUOP TGO TVE
ER
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SEARCH

<> product: "Advanced Analytics” AND alert_source: "anomaly”

X

v Last 24 hours Search | 10 GB :

221 results
from Sep 20, 2022 12:33:49 PM - Sep 21, 2022 12:33:49 PM

(C]

72022-09-2015:30 ~ 2022-09-2018:30

= Matching Events Field template: Auto v Lines perevent: 3 v

activity_type: alert-trigger:success _alert_source: anomaly

2022-09-20 21:30 2022-09-2100:30 2022-09-2103:30 2022-09-2106:30

Rows per view 10 v 1-10 out of 221 events page 1 of23 > »

Sep 21,2022,
8:05:21.819
A2 Score @ Rule Reason $ Use Case - Techniques
1 Failed logon due to bad credentials Brute Force Attack T1110: undefined
activity_type: alert-trigger:success  alert_source: anomaly  host: hostname  outcome: success platform: Exabeam AA  product: Advanced Analytics
time: Sep 21,2022, 15:05:21.819  vendor: Exabeam
1640 <86>1 2022-09-21T15:05:21.790Z exabeam-analytics-master Exabeam incident_creation_time="1663772661432" id="lockout@exa_hd6sn6qr-20220921145346" score="1"
ession_id="NA" domain="www" host="hostname" src_ip="8.224.246.40" rawlog_refs="Map(uip -> Map(34b2317a-dSde-4332-bac9-bbaddcb20695
gon" rule_id="SEQ-UH-14" rule_name="Failed logon due to bad credentials" rule_description="This user failed to logon because they entered incorrect credentials. This could be an indicati
1x Show associated event
Sep 21, 2022, endpoint
7:53:47.566
activity_type: endpoint-login:fail  host XXXXXXX.COM outcome: fail  platform: Windows  product: Event Viewer - Security  subject: endpoint
<14>1 2022-09-21T14:53:47.5362 exabeam psr - - - Apr 21 07:00:09 hostname.XX.XX.XXX.COM MSWinEventLog 1 Security 318393546 Tue Sep 21 14:53:47 2022 4769 Microsoft-Windows-Security
Auditing N/A N/A Information exa6218-swpy8 None A Kerberos service ticket was requested. Account Informatior
COM Logon GUID: {94CD256E-C10B-ADF3-9791-49B7DDAS2CCE} Service Information: Service Name: exa6218-swpy8 Service ID: S-1-5-21-1645522239-879983540-1417001333-529917 Network Informat
Sep 21,2022,
8:05:21819
A2 Score @ Rule Reason $ Use Case - Techniques
2 Exceeded number of failed logons: (57) Brute Force Attack T1110: undefined
activity_type: alert-trigger:success  alert_source: anomaly ~ outcome: success  platform: Exabeam AA  product: Advanced Analytics  subject: alert
vendor: Exabeam
<2
818 <86>1 2022-89-21T15:05:21.793Z exabeam-analytics-master Exabeam incident_creation_time="1663772661511" id="lockout@exa-shruti-20220920142757"
5N n_id="NA" event_type="sequence-end" rule_id="SEQ-UH-16-S" rule_name="Exceeded number of failed logons for the user (S)" rule_description="This is a risk
failed logons can be an indication that credentials may have been compromised.” rule_reason="Exceeded number of failed logons: (57)"
® Sep 21,2022,
8:05:21.819
A2 Score [@ Rule Reason $ Use Case - Techniques
1 Failed logons had multiple reasons Abnormal TA110: undefined
Authentication &
Access

host: hostname _ outcome: success _ platform: Exabeam AA  product: Advanced Analytics

subject: alert

> [Ljava.lang.String;@a417e6d))" event_type="failed-lo

Account Name: exa_hd6sn6qr@www.8dbelopy.net Account Domain: XX.XX.XXX.

time: Sep 21, 2022, 15:05:21.819

alert_source="anomaly" trigger_type="user" trigger_en

subject: alert

Export Events

A, Hide Timeline T,

ar per 15 mir

2022-09-2109:30

=0

g @ ©

View all fields

user="exa_hd6snéqr" s

@ o

vendor: Microsoft View all fields

g @ ©

View all fields

score="2" user="exa-shruti" sessio

increasing event because unusual

g @ ©

View all fields

E12.SearchR"—

)=V DRAGHEEHIHIT TR Z T 5Create New Rulex 1) w4 L% 9, Create

New Rule X—(

13) Tl 75— bR A —) LBl - FR T —AEmEE

DR IGFERZEFIRTEL T, HHOETUL—IVRa%ZRELMITREATT&CKT L —

LU=y VT LTaETNE AL

/. exabeam
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Create New Rule

° Build Query & Condition o Select Outcomes Review & Save

Define Rule Outcomes
Specify what happens when this rule is triggered. You must select at least one to move to the next step.

[0 Generate Alert O Ccreate a Case

[ send an Email [ send to a Webhook

E13.)V—IVEREE CDRE

UEBAIL—IVEERRDFIETIER CEE I 7Y bR I —DEEA NV
hEFBLI TEBETIVEDLEBRN MO AT, kEARTATF %
BOREDESHDIZRITZIV—IVTHNUEFET Y hHBITEERT S
FHATF KB EET IVEL. ZNZRECLRIBANY MO FEELTEE
IChUA—ZRBELD. EVDOTFTT,

/. exabeam exabeam.com | 15



Architecting Threat Detection, Investigation, and Response

Step 6: IRHEAEDEENL

Threat Centeri&New-Scale PlatformZ= &A% & 9 5%
BI—INRXVFTH). GERZA ZEEBEEICKST
TDIR (B &0 - sHE - e Heeez gt L. B Z—8 L
feEa1—"TT#RLE 9, Threat CenteriJDAutomation
Managementt&gEZ BRI 5E. 77U RA MIEEGZRE
ZERL. KRG Z TEE T,

HLERZTDIRERIBI BICIE. 7FH ) A MHEY B AN
FEICT7 7 A TEBTENAARTY, TtSOCKRHKEEDT
F U MAEVFICEEST L Threat Center Tl I FF Ak
IS CRVAIAAT ) I K) T o= her—RD1E
FIBMI A BHNITSRELE T, VRZAAT7 REHSDIR
BEERE. BRI ENZMITRE ATT&CK TTP, FUA—ENT2IL
— L. ZDIEL DFHHVEE BEEIFRE —EXRRLE T,
FfcThreat Centerld AHEDHTIL—)LEEBERHH BE)
BN —ANERN TN HESHDCOHREINBRZ M L
7’(/&&%(/Lﬁﬁulufi?$?'o

Automation Managementld. 7> — D)7 —T r—
ADIAAL—2a>, AV TFAMERDINE. BRD
BEEE. SOCT—y7O—c e EULBEbIL—) LA
THIAMRIV I ZT7HMERR CEDLDICLE T, RTE
RGEREZBERR L WIS ERZNE(L T HZE T BRD
1R AR - WHSICE P T REZRECEE . lc&AE
ITSMY AT LCTF 7w b aHITT 5355 THMicrosoft
TeamsPSlack CIBHZ XA T DFETHGEYIEL X
RYREAV TV ZBEME L TH LT E T RRTHIR
MOEWVAE7O—ARIFTELEY,

Step 7 iERDIRTF

ARYNEAVTZAT UV RE Y 2R—REFBT 3
&.New-Scale Platform& &N 7 — Q%Tﬁﬂsf#iﬁo
HEHOLOBEINZHER Y2 R—FIE BTN
EAVTSAT UV RBGTEICHETE \'f‘bﬁﬂlﬁél A
r—ABFICEREINTWS S, TCITERERIAT
XY,

INSDR Y2 R—RIZERELTHARAIARXTSBIE
& —HSHBICER T AT EERIRETT,
KXWV TSAT/REyaR—FHl
o« 7OV R BHELTITAETA B yaR—R
e 7HhUVNOTT I YR — R yaR—K
c THOV N EB TOFAE T Ay yak—R

/. exabeam
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e T —avtFa ) TAANY MEER YR
—FK
. ’—J_‘X }\J:@u/uu /§Jfl_-‘j—_
N
« AWS CloudTrail &4 w2 R—FK
o T—RZEKMIEDLP) 7V T4 ETA R YYIR—K —
RARR—X
o T—RZEKMIEDLP) 7V T4 ETA R YYIR—K —
I1—H—~R—-X
o T—REKMIEOLP) 77 T ETABER v aR—
L
cBIETHIUNT VR ByaR—R
. E%Eéﬁlﬁ%ﬁ@ﬁﬁﬁ BET7ITA4ET1 ByaR
—FK
 BEINWeb 77V RT70T1ETH ByaR—
5
c EXMtENI—HY—THUVMIE £y aR—R
o WL -WBLHIBHKESR Y1 R—K
o TV RRA M&EED X365 (EDR) 22 h— K
o RBLIBEEN I WER v /2 R—F
o I—H—RIRA MDY A KB EEHZ Yy 2 R—F
«VPNOTA VKRB & E— Y IVEALT ISR
v¥aR—F
« IJ7ATIF—IVT T4 ETA ByaR—FK
« I7AT 0=V )V—B—AVBTT—RX ZvaR
—FK
o loCBEIED) st vahRh—F
. t@z—f&b nlb\gﬁﬁ?ﬁg\“‘/:/l/—_ﬁ_ P
« Microsoft WindowstlfZ 4 v /27 R— K
o XYNT=U STV IERT S ) =3 Byia
A—F
o R—MEARRFIL VK ZyaR—FK
BT VB R HyaR—FK
HEETVER Xy aR—K — 1—H—~X—-X
o XY NIV STy RO Ry T2 R—F
o JE—MEYvIavIE AyaR—F
e XA )TATT—MIBEZ v IR—

THIVE ZyoaR—

N pEET

Ve R B

« LFIVTATS—MIER v 2R—F — REFRR
Ak

c LFIVTATS—MIEX Yy YIR—F — 21— —

o« TAR=ROATA VTV TAETAH Y 2R—
ke

o MUWEBEL Y IR—R

o A—H =T AUV MEBBIESR v aR—R

« A—Y—=TAONAVIT INTITAETH By
aR—F

e NUB—FREET IV TAETA Ry AR—F

o RAMBIWindowsEsBERBIRER v 1 R—F

o 1—H—RIWindows BEsERKBIE SR v aR—K

e Windows 11— —1EfRFEKZ v /a2 R—K

o Zscaler HTTPR w2 Rh—R
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YAN—CF 2 TABROFESEHEMISIB T —5TJ . New-Scale Security Operations
Platformid. 7 —ZERiAG - Difr - WIS DR ERPE CTHE T HEFTRFHHH . S XD
DRTWTHIRAMEEZRBRREY ) 1—a v A RELE T ERDH S5 ET7T—X
THERERAILTHEBDEY 21— IV EMEIFAI THG L5 TIE G BE S INETER
RLEY,

o Collectors: ZHEEZREY —ADBRKET —R2EZRAT— VT TEVIAFHET

o Log Stream 1 HBIFRE T /L (CIM) TT—2Z/IN\—AL ARV MR EFEORIF DD
V)Y F AU ETVWET,
o Outcomes Navigator: ZNSDA XY b EBRICIvEVT L ANV Yy D= FHBELE T,

o« AR A RAIREEABRBENHT)IL—ILEAl R— X DUEBA : BEEIDHEENY L& BEITH)
DEADSBEZRMLET,

« Automation Management: HE8G&RH - 75— b ZBEMEL Y — F/\—Tr&qReEd
EIELET,

ARTA RR—=/3—TlE Al KT~ DNew-Scale Platform (8454 Exabeam Fusion) %&7&
BALMEBOBEHICEDLE T2 T4 7 —F 77 F v 2L, AREICOT T —42%
BIAATCCUMEERETIEELANRNY N ETIVEBERTZHEA BN LE L

TSI AT DI V)Y F AV M ABEDHIV—IVEUEBAE T IVIT KB A\ Ly V5381t
12T IS EBEME T A FIBIC DWW THAREE L E LTz, New-Scale PlatformiE77+1) X
bPOEBZNFRILT BT THLGBBNEm I 2BHOBRNGIEMITHL T2+ T
NERF—LDRT—IVCERRBEARMHITZIET. EFaT1FARL =23 ENSE]
BZDEDHERRATBEFREDNEEZTINE T,
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