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Executive Summary
AI agents are reshaping business operations, but they also 
represent a new insider threat. Without visibility into agent 
activity, you risk misuse, drift, or compromise. The New-Scale 
Security Operations Platform (sold as New-Scale Fusion) 
ingests data from Google Cloud Agentspace, Google Cloud 
Model Armor, and custom agents built with Vertex AI or Agent 
Builder to baseline, monitor, and detect anomalous agent 
behavior. By applying deep expertise in behavioral analytics, 
Exabeam helps your security team identify and respond to 
risks from both users and AI agents, eliminating a critical gap in 
enterprise security.

Market Challenge
AI agents are rapidly becoming part of enterprise workflows, 
but traditional tools are designed for human activity and lack the 
ability to baseline or track AI-driven actions. As you adopt both 
packaged assistants and custom-built agents across Google 
Cloud’s AI ecosystem, your team could face visibility gaps 
where misaligned, malfunctioning, or compromised agents can 
act as insider threats. These agents often operate with access to 
critical systems and data, creating unseen risks unless you have 
the right behavioral insight.
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Securing Human and AI Insiders  
With Behavioral Analytics
New-Scale Fusion combines SIEM, behavioral analytics, 
and automation to help your SOC team detect, investigate, 
and respond to threats quickly and accurately. By ingesting 
telemetry from Google Cloud AI agents, the platform extends 
this approach to AI-driven environments.

	Ť Agentspace orchestrates enterprise AI workflows.

	Ť Model Armor provides detailed traces of LLM usage and 
prompts.

	Ť Vertex AI and Agent Builder let you create and deploy 
custom agents tailored to your business.

Exabeam baselines these interactions alongside user behavior, 
flagging deviations in real time. Exabeam Nova, a team of 
purpose-built AI agents, operationalizes the data, scoring, 
explaining, and prioritizing threats across both humans and 
agents. Together, Exabeam and Google Cloud deliver visibility 
and control that traditional tools lack, helping you to secure the 
next generation of insider threats.

Key Integration Benefits
	Ť Gain unified visibility into both user and AI activity by 

applying behavioral analytics across Agentspace, Model 
Armor, and custom-built agents.

	Ť Prioritize critical threats with Exabeam Nova, which scores 
and explains anomalies in agent-driven workflows.

	Ť Accelerate investigation and response with enriched 
timelines and automated context, reducing analyst workload.

Securing AI Agents and Infrastructure With Behavioral Analytics
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About Exabeam
Exabeam is a leader in intelligence and automation that 
powers security operations for the world’s smartest 
companies. As a global cybersecurity innovator, Exabeam 
provides industry-proven, security-focused, and flexible 
solutions for faster, more accurate threat detection, 
investigation, and response (TDIR).

Learn more at www.exabeam.com
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Top Use Case: Securing AI Agent 
Workflows

	Ť Challenge: AI agents can execute tasks, access data, and 
interact with enterprise systems, but traditional security 
tools don’t track their intent or behavior. If an agent operates 
outside its intended purpose or is compromised, your team 
may not detect it until damage is done.

	Ť Solution: By ingesting telemetry across Google Cloud 
AI agents, Exabeam baselines normal user and agent 
activity together. Exabeam Nova then scores, explains, and 
prioritizes anomalies, surfacing when an agent deviates  
from expected activity or accesses data outside its role. You 
gain unified visibility across human and AI insiders from a 
single console and can respond quickly to emerging risks.

Integration Overview
Integrated Products: New-Scale Fusion and New-Scale Analytics

Figure 1. Google Cloud AI agent data from Agentspace, Model Armor, and Vertex AI/Agent Builder is collected, enriched, stored, 
and analyzed in the New-Scale Security Operations Platform. Exabeam Nova applies behavioral analytics and risk scoring to detect 
anomalous human and AI activity, enabling trusted AI agent operations.
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