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What do ransomware, phishing, advanced persistent threats and the like all have in 
common? Access. In the New Year, organizations should expect all of these attack 
methods to grow, but an all-too-important area to watch out for that often gets missed 
is initial access brokers. 

Initial access brokers are individuals or groups that resell credentials in the criminal 
marketplace.Other adversaries can use this information to cause further damage for a 
company, often going undetected. According to a recent SANS Institute survey, 14% 
of organizations have indicated that on average the time between compromise of a 
network and detection of an adversary is between one to six months. Are you able 
to easily differentiate between normal user behavior and an attack? Analysts need 
visibility of an attacker’s complete journey instead of a list of alerts.

Nation-state groups in particular will continue to take advantage of this information to 
conduct persistent access attacks. Similar to trench digging in actual warfare, they will 
keep manufacturing exploits to launch a full-on cyberwar in the future. 

The key to stopping the most popular attack methods used by adversaries today is 
to control access points and reduce overall dwell time. One of the simplest ways for 
organizations to achieve this is by preventing compromised credentials incidents — 
which is the reason for 61% of breaches today — and monitoring user behavior. Doing 
so provides the necessary context needed to restore trust and react in real time to 
protect user accounts -- halting malicious access in its tracks.” 

Tyler Farrar 
CISO, Exabeam



Quality leadership is essential in running a successful company, but did you know 
that poor leadership methods result in poor performance and a heightened risk of 
cyberattacks?

We’ve seen a steep rise in cybercrime in 2021 that we can expect to continue into the 
new year, and an effective defense begins with influential leaders. However, it would be 
a shame if leadership adapted to new work dynamics as they’ve historically adapted to 
adversaries - which is slowly. 

This cybersecurity climate applies more significant pressure to leaders; it will strain 
the mediocre ones well beyond their value.. Leaders must focus on outcomes for their 
staff - those that focus on ‘why’ instead of the ‘how,’ and reflect on their abilities to 
lead, retain, and recruit will come out on top. Today, it’s not a question of “if” but “when” 
there will be a breach, and this is also a learning opportunity for security teams - but 
dialogue must be open and collaborative. 

An unproductive and stressed security operations center (SOC) only places a target 
on a company’s back, leading to the loss of talented workers in an already competitive 
sector -- and potential loss of business due to data breach-driven reputational 
damage. Instead, SOC leadership should carefully track the happiness and career 
fulfillment of their staff. 

Now, the question from a technical and human perspective is this: how quickly 
can the defending organization adjust to such rapid and frequent attacks -- and 
improve internal culture during change? In addition, cybercriminals are increasingly 
targeting companies going through significant financial events, such as acquisitions 
and mergers, knowing security teams are likely unstable, stressed, and managing 
integrations during the process. 

This tidal wave of cybercrime will not die down any time soon. Still, if SOCs dedicate 
themselves to understanding the adversary and hire leaders who focus on a healthy 
culture that boosts morale, a better outcome of defense will be fostered.”

Steve Moore
Chief Security Strategist,  
Exabeam  



If we’ve learned anything in 2021, it’s that cybercrime is a collaborative effort in which 
crime syndicates share and learn from each other to make their attacks increasingly 
sophisticated and damaging. With global ransomware payments on track to hit $265 
billion by 2031, cybercriminals have the resources they need to work together in 
developing new and improved ways to breach organizational frameworks around the 
world.

As the year draws to a close, I’m excited to see organizations take cybersecurity much 
more seriously and realize that security needs to be a priority across the organisation. 
2022 will be a test of how well we can work together, putting collaboration above 
competition in order to fight against the growing threat that cybercriminals pose 
to industries of all kinds. Cybercriminals have shown themselves to be highly 
coordinated, so the only hope we have in defeating them is to be just as united in our 
efforts.

Another encouraging sign to take into the new year is that governments are finally 
beginning to mobilize and take action against cyberthreats. In the past, it has been 
largely down to each organization to fend for itself, which inevitably exacerbates 
asymmetry between well-funded attackers and individual defenders, leading to costly 
breaches. Initiatives such as California’s Cal-Secure plan show governments are 
taking a stand and promoting comprehensive, collaborative efforts in the fight against 
cybercrime. Cyberattacks can have devastating consequences on both the public and 
private sectors alike, making government support crucial.

Cyber adversaries, unfortunately, won’t be going away anytime soon, so the key 
moving forward is for businesses and governments to consolidate their efforts and 
support each other as the threats grow both in complexity and ambition. We’re poised 
to achieve great things if we remember who the enemies are and focus on how we can 
help each other defend against the next threat that comes our way.”

Gorka  
Sadowski
Chief Strategy Officer,  
Exabeam



Ransomware has been at the forefront of cybersecurity concerns this year and 
I think, unfortunately, we’ll continue to see the hold of ransomware leading to 
extortionware, and also as a distraction. Ransomware is an ‘end problem’ for 
companies. It’s not a case of getting struck by a cyberattack and asking ‘what do we 
do now?’ – by that point it’s far too late. Instead, it needs to be a question of ‘how do 
we make ourselves less of a target to begin with?’. 

The crux of the problem is that there’s an overwhelming amount of false confidence 
by companies thinking ‘it won’t happen to us’ because they’ve added a new 
compliance tool, or moved to the cloud. It’s not that simple. Cybersecurity is not 
just a ‘tick box exercise’ and then you’re safe.  Too many organisations still have this 
mindset that sees them scrimp on the fundamentals of cyber hygiene. 

The right cybersecurity strategy  starts with having visibility across your systems. Put 
simply, if you don’t know what you’ve got, you’re not going to be able to protect it. 
This insight will help to provide teams with a clear understanding of user accounts’ 
and devices’ normal behaviours, enabling them to spot anomalies more easily when 
they happen - and they will. 

Not to mention the fact that distributed workforces and a work-from-anywhere 
culture has meant less visibility, less control, and less understanding of what covid-
world and beyond ‘normal’ user behaviour looks like. I don’t think we’ve seen the 
whole brunt of the shift to remote work yet. The combination of dispersed workforces 
and more employees using personal devices for work will continue to open up the 
potential for an influx of   Bring Your Own Device (BYOD) security risks, meaning 
growing attack surfaces and increased vulnerability to security threats. 

Though it may feel like we are up against all odds, it’s important to not be 
discouraged, downtool, or divest our security teams. Companies must continue to 
tackle modern threats head on, replacing outdated security tools to ensure security 
teams are prepared and have the ability to understand exactly what’s going on inside 
their changing IT environment.

Samantha 
Humphries
Head of Security Strategy 
EMEA, Exabeam 
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