exabeam Featie Briot

Threat Center

Unify Threat Detection, Investigation, and Response

Threat Center is the central workbench in New-Scale Fusion for threat detection,
investigation, and response (TDIR). As organizations adopt Al agents and generative tools,
Threat Center strengthens TDIR workflows for both human and digital identities.

It delivers a unified, threat-centric view that consolidates alerts, applies threat intelligence and
contextual enrichment, and assembles automated Threat Timelines. This includes behavioral
detections generated by Agent Behavior Analytics (ABA), giving analysts visibility into
emerging risks tied to agent behavior, Al misuse, and hybrid human-agent activity.

Threat Center unifies detection, investigation, and response workflows into a single operational
environment. Analysts move from alert to outcome faster, with stronger context and fewer manual steps.

Context-Rich Investigations

Threat Center automates investigation workflows to guide analysts through each stage of analysis and
response. These workflows incorporate behavioral detections linked to Al agent activity and human
interaction with Al systems, enabling teams to understand how users and agents interact during an incident.

Automated investigation includes:

o Collection of relevant logs
and forensic evidence

o Context enrichment using third-
party identity and system data

o Correlation with internal and
external threat intelligence

o Prescriptive Al-driven
recommendations for
response actions

» Ingestion and analysis of
LLM usage telemetry to
eliminate visibility gaps
By removing repetitive investigation
steps, Threat Center enables
analysts to focus on high-value
analysis and decision making.

Figure 1.

Threat Center streamlines threat management by organizing
all cases and context into a single, prioritized view.
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Figure 2.

Dynamic risk scoring,
owered by Exabeam

Nova, accelerates threat
triage by automatically
prioritizing high-risk events.

Alert and Case Triage with Dynamic Risk Scoring
Threat Center automates alert triage and eliminates manual prioritization.

The Exabeam Nova Threat Scoring Agent evaluates and scores events
in real time, including abnormal Al agent activity, prompt manipulation,
Shadow Al, and consumption-based “Denial of Wallet” risks.

Automated triage capabilities include:

o Context-aware risk scores aligned to business impact
» Continuous scoring updates as activity evolves
« Automated case creation from prioritized alerts

These capabilities ensure that high-risk activity is identified and escalated
immediately, reducing time to triage and improving detection fidelity.
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Figure 3.

Threat Timelines consolidate disparate alerts and activity into a single, contextual timeline.

Full Forensic Timelines

Threat Center eliminates manual event stitching by
automatically constructing full forensic timelines.

These timelines reconstruct the complete attack narrative, showing
how users and agents acted during an incident. They surface subtle
behavioral deviations, even when individual events appear normal

With automated timelines, analysts can:

« Visualize the full attack chain end to end

* Remove hours of manual log review

o Capture all relevant activity, not just alerts

« Enable junior analysts to investigate effectively

« Understand how Al agents contributed to the incident

This approach transforms fragmented telemetry into a
coherent, investigation-ready narrative.
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Exabeam Nova: Investigation
Summaries and Guidance

Exabeam Nova generates TDIR Summary Reports tailored
to each organization, helping teams prioritize response
actions and communicate outcomes to leadership.

Exabeam Nova case analysis includes:

« |dentification of high-relevance detections

» Assessment of escalation paths and potential impact

Full entity summaries with related
users, assets, and activity

o Recommended next steps for consistent response
» Summaries of agent behavior patterns and deviations

These insights guide analysts toward the most
critical actions while providing a structured
narrative for reporting and program validation.

Figure 4.

The Exabeam Nova Investigation Summary provides clear context and
recommended next steps to guide analysts through their investigation.
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Additional Capabilities

Case Management

A streamlined workspace supports team
coordination. Analysts can assign ownership,
update investigation stage, and manage response
queues for a clear, auditable workflow.

Integrated Playbooks

Anintegrated library of response playbooks that
runs automatically or with one click to counter
specific threats. Actions orchestrate across
security tools for fast, consistent results.

Threat Framework Mapping

From the Case view, detections map automatically

to the MITRE ATT&CK® and OWASP Agentic Top 10
framework, giving immediate insight into adversary
tactics, techniques, and procedures (TTPs).

Case History

A detailed audit trail captures new detections,
risk score updates, and analyst actions
to support reviews and reporting.

Entity Grouping and Risk Trends

Visual groupings show the relationships among affected
users and assets. Analysts can track risk trends over
time to identify recurring issues or improvements.

Al-assisted Detection Engineering

Enables detection engineers and analysts create, tune, and
convert detection rules from natural language, including
Sigma and YARA content, into usable Exabeam detections.

Case Notes

A shared workspace lets collaborators
exchange updates and maintain real-time
awareness of investigation progress.

Accelerate TDIR and Reduce
Organizational Risk

Threat Center provides a unified operational view
of detections, cases, and automations. Expanded

behavioral detections for Al agents and generative
platforms help teams strengthen their TDIR workflows.

With Exabeam Nova embedded, security leaders
can identify response gaps, automate manual tasks,
and express program value in measurable terms.

"It gives my SOC team a single

pane of glass to see the entire

story of a threat, not just a sea of
alerts. We can show the board exactly
how our response times are improving
and where we need to focus our efforts
next. The automated timelines and
guided response actions have cut our
investigation time in half, allowing us to
focus on what really matters.”
— Ash Hunt, Global CISO, Apex Group Ltd.

Learn more at

Exabeam is the leader in behavior intelligence for the agentic enterprise. As
9 N P www.exabeam.com —>

organizations deploy digital workers and confront machine-speed adversaries,
Exabeam delivers flexible, industry-proven solutions for insider threat
coverage of humans and agents and faster, more accurate threat detection,
investigation, and response (TDIR). Learn more at
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