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Security operations teams fail due to the limitations of legacy 
security information and event management (SIEM). Legacy 
tools don’t provide a complete picture of a threat — they 
bury analysts with alerts. Meanwhile, attacks are becoming 
increasingly sophisticated, with credential-based attacks 
multiplying and hard to detect.

Whether it’s phishing, ransomware, malware, or another external 
threat, valid credentials are now the adversaries’ primary target. 
And for insider threats, the adversary already has credential 
access. This demands a shift in investment from legacy on-
premises, rule-based detection to cloud-native SIEM platforms 
designed to identify abnormal behavior.

Exabeam offers powerful behavioral analytics for next-level 
insights that other tools miss with modern, granular threat 
detection designed for the most utilized and elusive threat vector 
– compromised credentials. Behavioral analytics baseline the 
normal behavior of users and devices with behavioral models, to 
detect, prioritize, and respond to anomalies based on risk.

Exabeam Feature Brief

Key Features:
 Ť User and entity behavior analytics-based 

detection identifies complex modern threats 
including credential-based attacks, insider 
threats, and external threats

 Ť Mapping hosts to IP to users detects lateral 
movement including changes of credentials, IP 
addresses, or devices

 Ť Smart Timelines™ — Pre-constructed timelines 
automate analyst investigation and make 
proactive analysis faster and easier

 Ť Dynamic peer grouping assigns users to groups 
based on their behavior, and then compares 
their activity against the behavior of those 
groups with the goal of identifying anomalous, 
risky activity — augmenting departmental data 
available in Active Directory (AD) to analyze 
users

 Ť Detection methods within Advanced Analytics 
are mapped to the MITRE ATT&CK® framework, 
offering a common taxonomy for security 
analysts to label adversary behavior and 
improve collaboration

Powerful  
Behavioral Analytics
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Baseline normal behavior with 
behavioral models
Establish a baseline for all user and device 
activities to understand normal and detect 
anomalies even as normal keeps changing

Exabeam offers automated user and entity behavior 
analytics (UEBA), Advanced Analytics, with more than 
1,800 rules, including threat detection, investigation, and 
response (TDIR) for public cloud, and more than 750 
behavioral models that automatically baseline normal 
behavior of users and devices to detect, prioritize, and 
respond to anomalies based on risk. Advanced Analytics 
automatically visualizes these events in Smart Timelines 
that show full event flows and activities to inform the next 
right action.
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Exabeam detects threats by identifying high risk 
anomalous user and entity activity. Machine learning 
baselines normal activity for all users and entities in an 
environment. Once a baseline is available, the system 
automatically detects deviations compared to that 
baseline, the baseline of a peer group, and that of the 
organization as a whole, and assigns that activity a risk 
score. This is done through models; models track historical 
values for a given item, like tracking the different devices 
a user normally logs into. If the user logs into a new 
device that is abnormal, versus the historical values in the 
model, a rule can associate a score with this anomaly. The 
system continues to learn and adapt as behavior models 
automatically adapt to new normal behavior. Anomalies 
are assigned risk scores and visualized alongside other 
events within Smart Timelines. The results: find and 
stop the threats other tools miss, uplevel your security 
team speed and performance, and stay ahead of your 
adversaries.

 Ť Machine learning classifies entities, such as workstation 
versus server and service account versus user, identifies 
personal email addresses, and more.

 Ť Extensive rule mapping enables analysts to do behavior-
based threat hunting on abnormal tactics, techniques, and 
procedures (TTPs), and use Outcomes Navigator to map 
coverage and log parsing quality against the ATT&CK 
framework.

 Ť Bringing in existing SIEM, extended detection and response 
(XDR), and logs from other cloud data lakes or resources 
such as cloud access security brokers (CASBs), SaaS 
event APIs, and web gateways adds depth, helps establish 
normal, and creates correlation potential to  
see end-to-end attack  
event strings.
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Stay ahead of threats
Detect insiders as they move throughout the 
organization with built-in awareness of adversary 
tactics and techniques; 101 MITRE ATT&CK TTPs 
and 180 sub-techniques

Anomaly Search is a simplified search experience with 
faster query and instant results over petabytes and years 
of data — search hot and cold data at the same speed. 
A single interface allows you to search for Exabeam-
triggered events across their data repositories. Anomaly 
Search offers a drop-down menu for easy query 
construction against the list of events to determine and 
declare incidents. Anomaly Search pairs behavior-based 

TTP detection with known indicators of compromise (IoCs) 
to enhance an analyst’s threat hunting capability, providing 
a flexible search capability across a variety of different 
objects such as sessions, rules, users, assets, ATT&CK 
TTPs, and anomaly identification. Moreover, there’s no 
learning curve, meaning analysts aren’t required to learn a 
proprietary query language. 

Exabeam uses the ATT&CK framework as a critical lens to 
help improve the visibility of your security posture. Event 
mapping to ATT&CK spans all 14 categories, including 
101 techniques and 180 sub-techniques in the ATT&CK 
framework.
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Risk-based prioritization
Automatically assign risk scores with machine 
learning to all events, prioritizing triage, 
investigation, and response for key incidents

Exabeam aggregates security alerts and events together 
into a user’s or entity’s timeline using Smart Timelines. 
Risk scores are assigned to each anomalous event or 
alert and then aggregated within a timeline, escalating the 
highest-risk users and assets to the top for analyst review 
in Advanced Analytics. From the dashboard, you can 
easily identify notable users or assets. You can also create 
watchlists to track high-risk users at a glance.

In Alert and Case Management, Alert Triage enriches 
third-party and Exabeam-generated security alerts with 
context including host, IP, severity of alerts and associated 

Smart Timelines. From the alert you can easily navigate 
to an associated user or entity timeline containing that 
alert. Smart Timelines answer analyst questions, like what 
happened before and after the alert was triggered.

Dynamic Alert Prioritization applies machine learning 
to automate third-party alert prioritization by infusing 
third-party security alerts with context from UEBA to 
dynamically identify, prioritize, and escalate the alerts 
which require the most attention. Classifying alerts 
provides a starting point for the analyst to begin the triage 
process, focusing time and resources on the alerts of the 
highest risk to the organization.
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About Exabeam
Exabeam is a global cybersecurity leader that created the New-Scale 
SIEM™ for advancing security operations. We Detect the Undetectable™ 
by understanding normal behavior, even as normal keeps changing – 
giving security operations teams a holistic view of incidents for faster, 
more complete response.

Learn more about 
Exabeam today

 Get a Demo Now
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Run on top of existing architecture
Run Exabeam behavioral analytics on top of your 
existing SIEM or data lake 

Exabeam offers the only UEBA product on the market 
that can run on top of an existing third-party legacy SIEM 
or data lake to upgrade an organization’s defenses and 
contend with sophisticated credential-based attacks. 
Regardless of the data type or source, Exabeam makes 
it easy to utilize all of the available information to perform 
a truly comprehensive assessment of the threats on 
your network. Exabeam ingests logs, and upon intake, 
normalizes and parses them via a Common Information 
Model (CIM). Exabeam adds data enrichment and threat 
intelligence to build events, offering more than 1,800 
correlation rules — including cloud infrastructure security 
— and more than 750 behavioral models that automatically 
baseline normal behavior of users and devices to detect, 
prioritize, and respond to anomalies based on risk.

https://www.exabeam.com/contact/get-a-demo/

