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About the NYDFS Cybersecurity
Regulation

The NYDFS Cybersecurity Regulation (23 NYCRR 500) is
a set of regulations from the NY Department of Financial
Services (NYDFS) that places new cybersecurity
requirements on financial institutions. This regulation
imposes strict cybersecurity rules on covered
organizations, including the installment of a detailed
cybersecurity plan, the enactment of a comprehensive
cybersecurity policy, and the initiation and maintenance of
an ongoing reporting system for cybersecurity events.

The NYDFS Cybersecurity Regulation applies to all entities
operating under DFS licensure, registration, charter, or
that are otherwise DFS-regulated. It is also applicable to
unregulated third-party service providers working with
regulated entities. Examples of covered entities include
banks, mortgage companies, and insurance companies.

This regulation is based on the NIST Cybersecurity
Framework (CSF). Built around five functions—Identify,
Protect, Detect, Respond, and Recover—the CSF can

be used as a basis for compliance with the NYDFS
Cybersecurity Regulation. However, it is important to
note that the NYDFS Cybersecurity Regulation specifies
requirements beyond CSF, such as protecting non-public
information (NPI) rather than customer data, mandating
the appointment of a CISO or third party equivalent, and
requiring a program for secure data destruction.
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v The NYDFS Cybersecurity Regulation requires

h institutions to adopt a robust cybersecurity
program ideally aligned to key requirements of the
NIST Cybersecurity Framework:

« ldentify all cybersecurity threats, both internal
and external

« Employ defense infrastructure to protect against
those threats

« Use a system to detect cybersecurity events

* Respond to all detected cybersecurity events

« Work to recover from each cybersecurity event

« Fulfill various requirements for regulatory reporting

Exabeam Supports NYDFS
Compliance

Exabeam helps organizations covered by the NYDFS comply
with the regulation. The platform uses highly normalized
data, advanced correlation rules, machine learning, and
security automation and orchestration to help you improve
your cybersecurity maturity and reduce risk. Through 24x7
monitoring and real-time alerting, Exabeam brings attention
to events in your environment that may lead to a data breach
or compliance violation. Moreover, the platform’s rich
reporting features can help your organization structure and
automate the generation of reports for any piece, block, or
trend of information required from the systems feeding it.
These reports may help ease the reporting burden of your
annual certification requirements.
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Learn how Exabeam can help your organization meet or exceed the NYDFS
Cybersecurity Regulation.

The following table provides a summary of how Exabeam supports the
NYDFS Cybersecurity Regulation control requirements.

23 NYCRR 500 Summary How Exabeam Supports the Guideline
Section 500.02 - Each firm shall maintain a Exabeam offers full Threat Lifecycle Management from
Cybersecurity Program cybersecurity program designed to forensic data collection through to incident recovery.
protect the confidentiality, integrity, The platform provides a centralized management system
and availability of its Information capable of alarming, reporting, and investigating security
Systems. The program should be breaches to the network.

based on the entity’s risk assessment

Combined with alarms and SmartResponse™ capabilities,
and should be able to:

Exabeam'’s Al Engine helps organizations determine if a

* Identify and assess internal and threatening event or series of events is present, notifies
external cybersecurity risks appropriate parties, and can begin mitigating actions

+ Use defensive infrastructure automatically or with manual approval. Examples of these

» Detect cybersecurity events actions include disabling Active Directory accounts,

» Respond to cybersecurity events adding addresses to firewall block lists, and quarantining
to mitigate any negative effects machines. These actions can help an organization

* Recover from cybersecurity events respond to and recover from a cybersecurity incident,

and restore normal operations and

. while also helping organizations reduce their mean time
services

to detect (MTTD) and mean time to respond (MTTR).
MTTD and MTTR metrics are a standard feature of
Exabeam solutions.

« Fulfill applicable regulatory
reporting obligations

Compliance automation modules covering a wide array
of regulatory requirements (e.g., SOX, PCI-DSS, HIPAA,
etc.) are free to Exabeam customers. These modules
include preconfigured reports and Al Engine rules that
address regulatory control compliance. Reports can be
set to run automatically ensuring regulatory reporting
obligations.
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23 NYCRR 500 Summary

How Exabeam Supports the Guideline

Section 500.03 -
Cybersecurity Policy

Exabeam provides a centralized management system
capable of alarming, reporting, and investigating
security breaches in the network. Many of the
cybersecurity policy requirements are supported

Each firm shall implement and maintain a
written cybersecurity policy that sets out
procedures to protect its Information Systems
and NPI stored on those Information Systems.

The cybersecurity policy shall be based on
the entity’s risk assessment and address the
following:

» Information security
» Data governance and classification
* Asset inventory and device management

» Access controls and identity management

« Business continuity and disaster recovery
planning and resources

o Systems operations and availability
concerns

o Systems and network security
» Systems and network monitoring

» Systems and application development
and quality assurance

» Physical security and environmental
controls

o Customer data privacy

» Vendor and third-party service provider
management

» Risk assessment
 Incident response

log source types within Exabeam. Supported log
sources can be ingested by the platform, monitored,
analyzed, and reported upon to support enforcement
of security policies within the organization.

Exabeam NetMon may also be implemented as part
of a comprehensive cybersecurity policy to aid in
monitoring the network, both from an operational and
a security perspective.

Section 500.04 -
Chief Information
Security Office

Each firm shall designate a Chief Information
Security Officer (CISO), responsible for
implementing, overseeing, and enforcing the
firm’s cybersecurity program and policy. The
CISO s also responsible for reporting out on
the firm's cybersecurity policy and material
cybersecurity risks. The CISO shall consider
to the extent applicable:

o Material cybersecurity risks to the firm

o Overall effectiveness of the firm's
cybersecurity program

» Material cybersecurity events involving
the firm during the period addressed by
the report

Exabeam reporting capabilities provide stakeholders
like CISOs the information they need to perform their
roles. These reporting packages can be configured
to meet each organization's unique requirements.
Further, Exabeam can report on response times and
efficacy improvements. The combined capabilities of
Al Engine, alarming, and case management provide
MTTD and MTTR metrics.
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Section 500.05 Each firm shall include monitoring Exabeam offers out of the box support of major

— Penetration and testing, designed to assess the penetration testing platforms (e.g., Qualys, Nessus,

Testing a.n.d effectiveness of the firm’'s cybersecurity Nexpose). Exabeam pulls vulnerability data into the

Vulnerability Lo . .

Assessments program. The monitoring and testing shall platform and can correlate the events against others that
include continuous monitoring or periodic may affect the same systems. This allows organizations to
penetration testing and vulnerability respond to events in real time, as well as provide regular
assessments. reports that scans are occurring.

Section 500.06 - Financial transactions must be kept for five Exabeam automates the process for collecting and

Audit Trail years. Audit trails must be kept for three retaining audit logs. Exabeam retains logs in compressed
years. archive files for cost effective, easy-to-manage, long-

term storage. Log archives can be restored quickly and
easily months or years later in support of after-the-fact
investigations. Furthermore, as the logs enter their long-
term archive state, they are individually hashed with the
SHA-1 algorithm to verify their integrity upon restoration.
Section 500.07 — Firms shall limit user access privileges on Exabeam monitors activities by both users and systems

Access Privileges

systems that provide access to NPl and
shall review these privileges regularly.

to assist in determining necessary or frivolous access
and resource needs of production systems. Exabeam
enables users to easily review activities such as network
connections, application access, and system logons

to help identify appropriate and inappropriate use
according to policy.

Additionally, because of the heightened risk associated
with privileged user accounts, Exabeam features extra
controls around monitoring of privileged user activity

and access management. Exabeam uses role-based
access control (RBAC) for entities as well as individual log
sources for the roles within the platform. This provides an
organization the granular control needed to comply with
access privileges.
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Each entity shall conduct periodic
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How Exabeam Supports the Guideline

Exabeam collects and analyzes all suspicious network

Assessment risk assessments of its Information activity or activities indicative of cybersecurity risks.
Systems sufficient to inform the design Exabeam correlation rules provide alerting on events
of the cybersecurity program. The risk indicative of potential cybersecurity threats or attacks
assessment shall be updated as needed on the network. Exabeam dashboards, investigations,
to address changes to the entity’s and reports provide evidence of cybersecurity events in
Information Systems, NPI, or business support of early detection and incident response.
tions. The risk t shall — .
operé 1ons .e s a'ssessTnen sha Exabeam can help organizations break down their
consider the risks of its business . e .
. . various structures, (e.g. networks, subsidiaries, operating
operations related to cybersecurity, . . . . .
: companies, major systems) with clear lines about the risk
NPI collected or stored, Information . .
Svst tilized. and th iiabilit d and threat levels associated with each of these groups,
f&;S e:'ns Ut |zef, an ¢ Ietaval at ! ItyNaPr: all the way down to their subnets and individual nodes.
€ z(l: |fvenest§ ° ;:ont rols to protec These numbers work into a risk-based prioritization (RBP)
andniormation Systems. score that weighs the significance of each log that enters
the Exabeam Platform to determine if what has happened
is truly an event or only a log. Furthermore, this structure
can change alongside changes to the organization,
allowing Exabeam to grow and adapt in step.
Section 500.10 Each firm should utilize qualified Exabeam collects and analyzes all logs relating to
- Cybersecurity cybersecurity personnel, an Affiliate, or account management and access/authentication, as
retrsllc-)nnel and Third-Party Service Provider sufficient well as those relating to change management, backups,
ntelligence

to manage its cybersecurity risks and
to perform or oversee the performance
of the core cybersecurity functions
outlined in its cybersecurity program.

and incident response plans. Exabeam correlation rules
provide alerting on account authentication failures and
account management activities. Exabeam investigations
and reports provide evidence of account management
activity (account creation, deletion, and modification) and
account access/authentication activity to support efforts
of enforcing security policies within the organization

Additionally, Exabeam collects and analyzes all
third-party accounts or process activities within the
environment to ensure third-parties are performing
activities according to defined roles and responsibilities.
Exabeam investigations, reports, and tails provide
evidence of vendor account management and
authentication (success/failures) activities.

Exabeam Trueldentity feature allows for multiple
identifiers (e.g., domain accounts, email addresses) to
be tied to individual persons as a singular identity. This
further enhances the monitoring capabilities of those
within cybersecurity and the organization.
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Section 500.12 - Multifactor authentication (MFA) should be Exabeam collects all account-management activities.

Multi-Factor used where the risk assessment warrants it. Exabeam reports provide easy and standard review of all

Authentication account management activity. Additionally, the Exabeam
Web Ul offers multi-factor authentication.

Section 500.15 Based on its risk assessment, each entity Exabeam provides alerts, correlation, and reporting

- Encryption should enforce controls that would encrypt on network usage, both in and out of the network. This

%ffg::::tli’f:c Nonpublic Information (NPI) in transit and information can be augmented with data on FIM policy

at rest, else the CISO needs to approve
adequate compensating controls for the
data in transit or at rest.

violations, the use of TLS/SSL and nonencrypted
protocols, and more. It can be further augmented by
monitoring devices connecting to the network, such as
flash drives, enabling IT to monitor data throughout its life
on the network.

Exabeam provides advanced alerts on suspicious
activities by examining allowed and denied network
activity. Alerting on denied attempts to connect to the
network, such as a VPN session or blocked file import/
export, helps the organization understand if network
controls are successfully preventing unauthorized
sessions or activities.

Advanced correlation rules can provide real-time alerts
on potentially compromised accounts. For example, if a
privileged account logs in from multiple geographically
diverse locations within a certain interval, real-time alerts
and reporting will enable rapid remediation.

Lastly, Exabeam encrypts data on the wire with an SSL
connection as it moves between the agent and the data
processor (DP).
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23 NYCRR 500 Summary How Exabeam Supports the Guideline
Section 500.16 - Organizations should have a written Exabeam supports an incident response (IR) plan by
Incident Response comprehensive incident response plan providing real-time enterprise detection intelligence
Plan detailing how to handle, respond to, to address issues quickly, preventing damage and
document, and evaluate the incidents, as exposure. Al Engine rules can be edited to include an IR
well as defining roles. plan in their description visible to analysts where such

descriptions are appropriate. Furthermore, organizations
can make use of the Exabeam SmartResponse plug-

ins to ensure that they take actions in a standard, pre-
scripted manner.

The Exabeam case management capabilities provide

a centralized management system and enable a team

to securely collaborate and compile files, logs, reports,
and alarms to assist in daily tasks or during the incident
response process. Case details can be easily accessed
to assist in remediation decisions or exported for external
audit review and are preserved to meet data retention
guidelines.

Please note these recommendations should be validated
with your internal or external audit.
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Learn more at

Exabeam is a global cybersecurity leader that delivers Al-driven security www.exabeam.com —
operations. High-integrity data ingestion, powerful analytics, and workflow

automation power the industry’s most advanced self-hosted and

cloud-native security operations platform for threat detection, investigation,

and response (TDIR). With a history of leadership in SIEM and UEBA, and a

legacy rooted in Al, Exabeam empowers global security teams to combat

cyberthreats, mitigate risk, and streamline security operations.
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