
EXECUTIVE SUMMARY

THERE HAS BEEN A RAPID INCREASE IN MALICIOUS INSIDER THREATS, SENSITIVE DATA 

EXFILTRATION, AND OTHER ADVANCED THREATS TARGETING AGENCIES TODAY. 

PROTECTING CONTROLLED 

UNCLASSIFIED INFORMATION 

WITH EXABEAM

Meeting NIST 800-171 Guidelines

WHITE PAPER

Organizations not only need security technologies to 

protect themselves from such threats but also need 

to comply with security regulations and follow best 

practices to manage cyber risks. 

The protection of Controlled Unclassified 

Information (CUI) residing in non-federal systems 

and organizations is of paramount importance to 

federal agencies and can directly impact the ability 

of the federal government to successfully conduct its 

missions and business operations. There are billions 

of devices¹ that could potentially grant access to data 

and services for organizations, consumers, which 

could also be leveraged by attackers. To prevent such 

attacks from transpiring within your organization, it is 

imperative to follow best practices for implementing 

security controls, such as those outlined by regulatory 

bodies and security organizations.  The National 

Institute of Standards and Technology, or NIST,  

is one such entity. 

A recent NIST publication provides federal agencies 

with a set of recommended security requirements 

for protecting the confidentiality of CUI when such 

information is resident in non-federal systems and 

organizations; when the non-federal organization is 

not collecting or maintaining information on behalf 

of a federal agency or using or operating a system 

on behalf of an agency; and where there are no 

specific safeguarding requirements for protecting the 

confidentiality of CUI prescribed by the authorizing 

law, regulation, or government-wide policy for the CUI 

category or subcategory listed in the CUI Registry.  

This paper maps key Exabeam solution capabilities 

to NIST SP 800-171 guidelines, describing how they 

can be used to protect CUI on non-federal systems  

and organizations.

¹  https://leftronic.com/internet-of-things-statistics

https://leftronic.com/internet-of-things-statistics/
https://leftronic.com/internet-of-things-statistics/


WHY NIST COMPLIANCE 

MATTERS

NIST is not just for federal, state or local government 

systems; over 30 percent of U.S. organizations³ are 

using NIST guidelines, particularly the Cybersecurity 

Framework. If you are a defense or government 

supplier—or a subcontractor to a government 

supplier—you will need to comply with the latest NIST 

guidelines. NIST SP 800-171 is geared towards the 

protection of sensitive unclassified federal information 

that is housed in, processed or transmitted by non-

federal information systems and environments. 

Meeting NIST 800-171 Requirements 

with Exabeam 

Organizations often begin with a gap assessment  

to examine compliance across their enterprises. 

Exabeam offers solutions to satisfy collection, 

detection and response capabilities that federal 

agencies can leverage to fulfill their security needs 

and be compliant with the security controls. Exabeam 

provides the following products to help organizations 

fulfill their security needs.

WHAT IS NIST?

The National Institute of Standards and Technology was founded in 1901 and is part of the US Department of 

Commerce. It’s responsible for the Cybersecurity Framework that provides guidelines and best practices to manage 

cybersecurity-related risks. NIST isn’t just for federal, state, or local government systems; over 50 percent of US 

organizations will be using its guidelines by 2020.²

Advanced Analytics – Modern user and entity behavior 

analytics (UEBA)-based threat detection using 

behavioral modeling and machine learning.

Data Lake – Unlimited data collection, storage and 

search without volume-based pricing.

Entity Analytics – Behavioral analytics for internet-

connected devices providing end-to-end network 

visibility, establishing baseline behavior, and 

automatically identifying anomalous insider activity.

Incident Responder – Security automation and 

orchestration (SAO or SOAR) to make a security 

operations team more productive in response.

Case Manager – Exabeam’s security ticketing system 

that gives analysts a single system of record to track 

the status of their incidents.

Threat Hunter – Proactive threat hunting using a 

point-and-click interface that enables analysts to  

easily launch complex search queries without the 

need to learn any proprietary query language.  

Exabeam Threat Hunter also allows analysts  

to hunt for tactics and techniques, as defined  

by the MITRE ATTACK framework.

²  https://www.nist.gov/industry-impacts/cybersecurity

³  https://www.nist.gov/industry-impacts/cybersecurity
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3.1 ACCESS CONTROL

ID Control Description Meeting NIST Guidelines with Exabeam

3.1.1 Limit information system access to  

authorized users, processes acting on behalf 

of authorized users, or devices (including  

other information systems).

Exabeam provides behavior analytics to detect unauthorized 

or anomalous system access.  Behavior-based detection is 

available for:

• Unauthorized users that access privileged accounts or 
systems

• Unauthorized process access and execution

• Unauthorized systems access and usage

Furthermore, UEBA can be used to identify abnormal activity 
which may result from other misconfigured security controls 
intended to limit system access.

3.1.2 Limit information system access to the types of 

transactions and functions that authorized users 

are permitted to execute

3.1.3 Control the flow of CUI (Controlled  

Unclassified Information) in accordance 

with approved authorizations.

Exabeam can detect and alert on unauthorized use of 

controlled unclassified information, using behavior analysis.

3.1.4 Separate the duties of individuals to reduce  

the risk of malevolent activity without collusion.

Exabeam will monitor access to controlled systems, and 

apply behavioral modeling combined with rules to detect 

inappropriate system access.

3.1.5 Employ the principle of least privilege,  

including for specific security functions 

and privileged accounts.

Exabeam will monitor the use of privileged accounts, and 

service accounts; and will also detect anomalous changes 

to permission levels to help  ensure that least privilege 

assignments endure. Furthermore, Exabeam allows security 

teams to track activity associated with privileged accounts.  

3.1.8 Limit unsuccessful logon attempts. Exabeam has out of the box rules and models to monitor 

unsuccessful authentication logon attempts and can alert on 

anomalous login activities. This can be used to help identify 

misconfigured security controls related to log on attempts.

3.1.12 Monitor and control remote access sessions. Exabeam automatically analyzes remote access data and alerts 

on anomalous access to identify risky, unusual occurrences. 

3.3 AUDIT AND ACCOUNTABILITY

ID Control Description Meeting NIST Guidelines with Exabeam

3.3.1 Create, protect, and retain information system 

audit records to the extent needed to enable the 

monitoring, analysis, investigation, and reporting 

of unlawful, unauthorized, or inappropriate 

information system activity.

Exabeam has a central logging management system to help 

security administrators to ingest, correlate and retain logs 

to enable monitoring, analysis and investigation of any 

unauthorized access to company resources.

3.3.2 Ensure that the actions of individual information 

system users can be uniquely traced to those users 

so they can be held accountable for their actions.

Exabeam enables logging of user activity. It aggregates 

information system activity and attributes it back to 

responsible users. Exabeam keeps track of all the users who 

have accessed the information systems and the actions that 

they have taken, which can be used to pinpoint any 

irregular changes made to the systems. 
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3.3 AUDIT AND ACCOUNTABILITY

ID Control Description Meeting NIST Guidelines with Exabeam

3.3.3 Review and update audited events. Exabeam centralized logging that retains a record of events.  

Exabeam also aggregates activity into machine built incident 

timelines which make for simple event review. 

3.3.5 Correlate audit review, analysis, and reporting 

processes for investigation and response to 

indications of inappropriate, suspicious,  

or unusual activity.

Exabeam monitors unauthorized exfiltration of an 

organization’s information. It monitors connections  

to external data services, the transmission of files and 

data to external storage devices, and any authorized  

use of remote assets. 

Exabeam monitors file systems and access and alerts 

administrators on any authorized access, or deletion  

of key files including audit information and audit tools. 

System administrators can monitor unauthorized usage of 

audit files and can limit the access to only privileged users.

Users can filter and search for data. Original data ingested 

cannot be altered, as it might be made available for analysis 

and security investigations. 

RBAC is available to limit audit functionality to 

a subset of privileged users.

3.3.8 Protect audit information and audit  

tools from unauthorized access, modification, 

and deletion.

3.3.9 Limit management of audit functionality 

to a subset of privileged users.

3.4 CONFIGURATION MANAGEMENT

ID Control Description Meeting NIST Guidelines with Exabeam

3.4.3 Track, review, approve/disapprove, and audit 

changes to information systems.

Exabeam keeps track of all the users who have accessed 

information systems and the actions that they have taken, 

which can be used to pinpoint any irregular changes made 

to the systems.

3.4.8 Apply deny-by-exception (blacklist)  

policy to prevent the use of unauthorized software 

or deny all, permit-by-exception (whitelisting) 

policy to allow the execution  

of authorized software.

Exabeam allows IT/security administrators to write 

rules that alert them on users who have installed  

unauthorized software. 

3.4.9 Control and monitor user-installed software. Exabeam monitors process execution for all users, groups, 

and organizations and can identify first or anomalous 

processes being run in an organization. This may be  

indicative of unauthorized or user-installed software  and 

rules can be set to alert for its occurrence.
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3.5 IDENTIFICATION AND AUTHENTICATION

ID Control Description Meeting NIST Guidelines with Exabeam

3.5.1 Identify information system users, processes 

acting on behalf of users, or devices.

Exabeam provides real-time monitoring of users and  

assets in your organization to identify authorized users 

who access their assigned assets. Exabeam behavior 
analytics is available to security administrators for:

• Provide evidence and reports for all

authentication activities.

 • Alert on authentication failures and unauthorized

asset access by users.

 • Detect and alert on abnormal service account activity,

abnormal access to applications, IP address, assets,

and file shares.

 • Detect and alert on abnormal authentication to devices

 • Inform about unauthorized asset access by

non-organizational users (e.g., partners, vendors).

3.5.2 Authenticate (or verify) the identities  

of those users, processes, or devices, as a 

prerequisite to allowing access to organizational 

information systems.

3.6 INCIDENT RESPONSE

ID Control Description Meeting NIST Guidelines with Exabeam

3.6.1 Establish an operational incident-handling 

capability for organizational information systems 

that includes adequate preparation, detection, 

analysis, containment, recovery, and user 

response activities.

Exabeam offers case management to track incident  

information for all detected threats. Exabeam also offers  

machine-built incident timelines to automate investigation. 

SOAR functionality can then be used to perform deeper  

analysis, containment, recovery and response activities.

3.6.2 Track, document, and report incidents to 

appropriate officials and/or authorities both 

internal and external to the organization.

Exabeam provides security incident reports that include all 

open and closed incident cases that can be used to document 

and report to internal or external authorities as appropriate.

3.6.3 Test the organizational incident 

response capability.

Exabeam has integrated products to manage all security 

incidents as part of case management. Built-in functionality 

automatically gathers evidence as part of the response plan.

In addition, Exabeam provides an integrated platform – a 

central incident tracking console, collects evidence through 

centralized workflows, and provides tools to collaborate 

across your organization’s security operations center (SOC) 
team as part of incident response.
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3.8 MEDIA PROTECTION

ID Control Description Meeting NIST Guidelines with Exabeam

3.8.8 Prohibit the use of portable storage devices when 

such devices have no identifiable owner.

Exabeam monitors connections to portable and external  

data services, the transmission of files and data to these  

devices, and alerts security personnel of any unauthorized 

storage or transmission of data.

3.8.9 Protect the confidentiality of backup CUI 

at storage locations.

Exabeam applies the same strict security controls to the 

backup storage data as primary storage to maintain the  

confidentiality of the information stored. 

3.9 PERSONNEL SECURITY

ID Control Description Meeting NIST Guidelines with Exabeam

3.9.2 Ensure that CUI and information systems 

containing CUI are protected during and  

after personnel actions such as terminations 

and transfers.

Exabeam alerts if information system access (account,  

physical access, software/system access) is not disabled 

upon the termination of an individual’s employment.  

A watch list tracks any occurrence of user movements  

related to departed employees.

Exabeam has out of the box rules and machine-learning  

based models to identify any data exfiltration activities. In 

addition, Exabeam also reviews logical and physical access 

authorizations to information systems when personnel is  

reassigned or/transferred to other departments, or move  

to other physical locations.

3.10 PHYSICAL PROTECTION

ID Control Description Meeting NIST Guidelines with Exabeam

3.10.1 Limit physical access to organizational information 

systems, equipment, and the respective operating 

environments to authorized individuals.

Exabeam monitors physical access to information  

systems to detect and alert in response to related incidents. 

All access logs—physical, remote, and system access,  

badge access—are monitored, providing a detailed analysis  

of any intrusion. Exabeam helps system administrators  

to identify any anomalous physical access that might  

be indicative of unauthorized access. 

3.10.2 Protect and monitor the physical facility 

and support infrastructure for those  

information systems.

3.10.3 Escort visitors and monitor visitor activity.

3.10.4 Maintain audit logs of physical access. Exabeam ingest and store the logs for all physical access 

events that can be searched by security administrators  

for any anomalous behavior patterns.
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3.11 RISK ASSESSMENT

ID Control Description Meeting NIST Guidelines with Exabeam

3.11.1 Periodically assess the risk to organizational 

operations (including mission, functions, image, 

or reputation), organizational assets, and 

individuals, resulting from the operation of 

organizational information systems and the 

associated processing, storage, or transmission  

of CUI.

Exabeam monitors user and asset behavior continuously  

and the technology is powered by user and entity behavior 

analytics (UEBA). Exabeam ingests and analyzes data from 

disparate data sources to detect high-risk users and devices. 

Exabeam can identify and detect risks and assign notable 

events a risk score based on any abnormal activity. Analysts 

can automatically monitor executive users and assets, service 

accounts, vulnerable assets, critical assets and they can add 

departing employees as well via watchlists to keep a close 

watch on their activities.

3.12 SECURITY ASSESSMENT

ID Control Description Meeting NIST Guidelines with Exabeam

3.12.3 Monitor information system security controls 

on an ongoing basis to ensure the continued 

effectiveness of the controls.

Exabeam provides continuous monitoring to assess critical 

assets, file systems, databases, and server controls. Exabeam 

can detect anomalous activity coming from data provided  

by security controls which can be used to assess the  

effectiveness of these security controls. 

3.13  SYSTEM AND COMMUNICATIONS PROTECTION

ID Control Description Meeting NIST Guidelines with Exabeam

3.13.1 Monitor, control, and protect organizational 

communications (i.e., information transmitted or 

received by organizational information systems) 

at the external boundaries and key internal 

boundaries of the information systems.

Exabeam collects peripheral device logs from firewalls,  

VPN servers, and routers to monitor and alert in response 

to suspicious and unauthorized activities. It reports and  

provides analysis on boundary activities—both external  

and internal and alerts security personnel if there are  

any threats in your organization.

3.13.6 Deny network communications traffic by  

default and allow network communications 

traffic by exception (i.e., deny all, permit  

by exception).

Exabeam can monitor NACs and firewalls to look  

for anomalous network communications which may 

indicate a deny by default approach is not in place  

or has been altered.
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CONCLUSION

NIST SP 800-171 provides guidelines on security 

controls for federal information systems. 

Organizations that process or store federal 

information are obligated to secure it to minimize 

the risk of unauthorized access and improper usage. 

Applying the guidance from NIST 800-171 is required 

for any supplier of the federal government—or  

sub-contractor of a government supplier—or you 

risk losing business from the federal sector.

Exabeam has a rigorous testing methodology  

and quality assurance process implemented  

during all phases of its software development 

lifecycle. Accelerating your deployment with quick 

time-to-value, it provides prepackaged security 

reports and search capabilities. Also, customers can 

quickly and painlessly satisfy FISMA, ISO 27001, 

HIPAA requirements to secure related information 

and information systems.

Contact Exabeam today to learn how a modern  

SIEM that combines end-to-end data collection, 

analysis, and response in a single management 

and operations platform will benefit your cyber 

security and compliance initiatives. We will show 

how a single, fully integrated, and centrally managed 

solution reduces TCO while enabling phased, 

seamless deployment.

ABOUT US

Exabeam is the Smarter SIEM™ company. 

We help security operations and insider 

threat teams work smarter, allowing 

them to detect, investigate and respond 

to cyberattacks in 51 percent less time. 

Security organizations no longer have to 

live with excessive logging fees, missed 

distributed attacks and unknown threats, 

or manual investigations and remediation. 

With the modular Exabeam Security 

Management Platform, analysts can 

collect unlimited log data, use behavioral 

analytics to detect attacks, and automate 

incident response, both on-premises or 

in the cloud. Exabeam Smart Timelines, 

sequences of user and device behavior 

created using machine learning, further 

reduce the time and specialization 

required to detect attacker tactics, 

techniques and procedures. For more 

information, visit www.exabeam.com.

TO LEARN MORE ABOUT HOW 

EXABEAM CAN HELP YOU,  

VISIT EXABEAM.COM TODAY.


