CASE STUDY

BRUNEL UNIVERSITY LONDON PARTNERS WITH
EXABEAM TO KEEP TABS ON SENSITIVE DATA
AND PROTECT INTELLECTUAL PROPERTY

BUILDING AN EFFECTIVE, MATURE
INFORMATION SECURITY POLICY ‘FROM
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SCRATCH.’ Founded in 1966, Brunel University

small group of innovative industry partners in
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shape the vision I had.”
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THE CHALLENGE

BRUNEL UNIVERSITY LONDON

When the team at Brunel University London set out
to build their first cohesive cybersecurity program,
the maturity level of the information security
organization – particularly relating to data handling
– didn’t quite cut the mustard. While acceptable use
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and other IT policies existed, the university needed
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a level of security more akin to what existed in the
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Around the same time, the threat landscape – not
only in Europe, but globally – was changing fast, and
governments had put pressure on universities to
do much more to protect the data and intellectual
property being generated by their students
and staff alike.

As a field, higher education institutions had been

To that end, the fact that Exabeam incorporates AI

underinvesting in cybersecurity for over a decade, and

and Machine Learning into its Behavioral Analytics

the security team at Brunel had the task of bringing

platform meant that the Brunel team could remain

solutions to the board that could both stick to budget,

relatively small, but punch way above their weight.

and elevate security operations to an international
standard; perhaps most importantly, the team had
to get an organization of thousands of people to care
about security.
“Governments across Europe were putting the onus on
universities to do more to protect the information they
held, the high-end intellectual property and data that,
if harvested, could end up being costly,” says Michael

Another core requirement was the ability to stitch
together investigations quickly, without having
to reinvest too much more in future, something
Exabeam’s flat pricing model could guarantee.
“That was our core drive. The instrumentation
needed to be able to limit the amount of people and
automation to keep costs down was the way forward
for us.”

(Mick) Jenkins, Chief Information Security Officer,
Brunel University London.

While some of the other solutions Jenkins and his
team evaluated charged for the amount of data his

STARTING FROM SCRATCH
WITH A NEXT-GEN SIEM

team would be ingesting – a metric that can easily

On a mission to build a world-class SOC, and starting

your team, not the amount of data you ingest.

balloon in an environment that exists to, well… create
masses of data – Exabeam charges based on the size of

out without any SIEM to speak of, Brunel University
London knew that they needed a solution that could
give a crack-team of individuals a birds-eye view of
their environment, with the ability to go into more
granular detail should they need it.
“We didn’t have a SIEM. We didn’t have anything,
really. We had very standard data center and network
monitoring tools paired with some other instruments,”
says Jenkins. “We knew we needed to build up our
instrumentation into a unified platform, which is
why we approached Cisco, and brought it all together
through the Exabeam SIEM.”
A major determining factor for Brunel was budget.
Jenkins and his team knew that they wouldn’t be able
to build out a large SOC with a sprawling headcount.
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ABOUT EXABEAM
KEY BENEFITS
Exabeam is the Smarter SIEMTM company.
•

Cost savings at the data layer

We help security operations and insider

•

Automation for a more agile team

threat teams work smarter, allowing

•

Greater visibility into threats

them to detect, investigate and respond

•

Faster, more efficient security investigation

to cyberattacks in 51 percent less time.

through advanced analytics

Security organizations no longer have to
live with excessive logging fees, missed
distributed attacks and unknown threats,
or manual investigations and remediation.

“The future research and development going into the
Exabeam suite of products, and the investment going
into their automation tools was something that we felt
we had good assurance of, that year upon year that we
were gonna get good value out of it,” says Jenkins.

BUILDING A WORLDCLASS SOC TEAM WITH
EASY-TO-USE TOOLS
FOR AUTOMATION

With the modular Exabeam Security
Management Platform, analysts can collect
unlimited log data, use behavioral analytics
to detect attacks, and automate incident
response, both on-premises or in the cloud.

TO LEARN MORE ABOUT HOW
EXABEAM CAN HELP YOU,
VISIT EXABEAM.COM TODAY.

Up to the point where the Brunel team built their
SOC, members of the security department hadn’t
necessarily worked in one before; but Exabeam’s
ease of use and automation meant that they didn’t
need that expert-level experience in order to conduct
effective security operations.
“We had already established that pricing was
going to be a deciding factor for us, but in looking
at future growth of the team, we knew we would
also be able to remain nimble and upskill new team
members quickly.”
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