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INTRODUCTION

Hackers stealing credentials and operating in your corporate network…disgruntled employees collecting 
customer lists and design materials for a competitor…malware sending identity information back to random 
domains…these common threats have been with us for years and are only getting worse. The regulations you 
must comply with to protect information are also growing - none of this is a surprise to CISOs or their teams. 
Most organizations have invested large amounts in security intelligence, yet these solutions don’t seem to detect 
much, don’t make teams more productive, and only seem to grow in cost.

Simply put, security intelligence and management, in the form of legacy SIEM technologies, has failed. The 
Exabeam Security Intelligence Platform addresses every key weakness of existing SIEM solutions: Cost, 
Intelligence, and Productivity. This paper describes the challenges of security intelligence and how Exabeam 
specifically overcomes them.

THE PROBLEM: SIEM IS BROKEN

Security Management, typically in the form of SIEM products, is supposed to provide customers with a single, 
intelligent view of threats, based on data collected across an enterprise. Sounds straightforward, but in practice 
this never happens, for three reasons:

1. Data - All legacy SIEM vendors base their pricing on volumes of data collected. This makes SIEM an 
evermore-costly solution. Your new firewalls generate 20% more log chatter? Time to write a check to 
Splunk. Want to add in new feeds for analysis? Get ready for an audit from your ArcSight sales rep. Most 
firms simply can’t afford to collect and store all of the data they need to perform deep security analytics.

2. Intelligence - SIEM is supposed to use correlation rules to “connect the dots” across the billions of log 
records you capture. But those rules are hard to write, hard to tune, and become outdated pretty quickly. As a 
result, expensive SIEM technologies often miss new types of threats. Nearly every company that had a major 
and public breach already had a SIEM in place - it didn’t help.

3. Expertise - Skilled analysts are scarce. Predictions for shortfalls of 1 million analysts or more are now 
common. CISOs can’t hire the expertise they require, so the alternative is expensive outsourcing or just rolling 
the dice and hoping to catch something if it’s bad enough. When analysts gain depth in a particular SIEM - 
after months of training - they often leave for higher pay elsewhere.

The effect of these is that most firms have probably been breached, but don’t yet know it. They don’t have the 
data needed to see the full picture, can’t perform the right analysis even if they had the data, and don’t have the 
staff required to respond to the attack. Growing numbers of regulations make the penalties for this stance more 
costly every year.

The cause of this broken security intelligence is clear: Existing SIEM solutions are outdated and not suited for 
the current task.
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LEGACY SIEM: WHEN DINOSAURS WALKED THE EARTH

A recent blog by a Gartner analyst states “…SIEM MQ notwithstanding, there are only 3-5 SIEM vendors today 
that truly matter.” Unfortunately, all of these products are old, developed between 10 and 15 years ago. Open 
source big data technologies were in their infancy. Machine learning was no better. If data isn’t already linked 
within source systems, these products can’t tie it together. For example, how does a legacy SIEM technology 
connect an IP address to a host name to a specific identity? It doesn’t.

The result is a set of technologies that are outdated, relying on proprietary data collection and storage, on 
handbuilt correlation rules, and on complex “old school” enterprise IT user experiences that required heavy 
training. Analysts don’t gain productivity from these systems. They spend too much time trying to decipher the 
results. SIEM as it’s built today isn’t helping, it’s hurting.

MODERN SECURITY ORGANIZATIONS DESERVE BETTER

No software vendor would design such a system today. The underlying technologies have advanced massively, 
shifting both the cost and effectiveness curves. A modern security intelligence solution would leverage:

• Open source big data technologies to gain scale and control costs
• Machine learning and analytics to adapt to new attacks and unknowns
• Automation and playbooks to increase productivity and consistent response

Legacy SIEM vendors have reversed the price-to-value equation for customers. Even though data collection and 
storage has become commoditized, it is the biggest driver of legacy SIEM costs. In contrast, effective analytics 
is the highest-value function a security intelligence platform can deliver, but legacy SIEM vendors offer nothing 
useful here at all. 

EXABEAM SECURITY INTELLIGENCE PLATFORM

Exabeam offers a comprehensive security intelligence platform, built from the ground up on modern 
technologies, that delivers advanced detection, analytics, and response capabilities. This platform includes five 
key components, each of which can be purchased and deployed separately or as a complete solution:

Exabeam Data Lake - Exabeam Data Lake operates at lightning-fast speeds and can be scaled far beyond 
the capabilities of legacy log management technologies. Since Data Lake was designed for security log 
management, it includes context-aware capabilities that improve ease of use for security analysts. For 
example, Data Lake formats log records based on their types, highlighting the most relevant fields for easy 
visual scanning.

In addition to world-class speed and scalability, Data Lake is licensed (and priced) in a way that 
acknowledges the underlying open source technology. Unlike legacy log management systems, Exabeam 
Data Lake is not priced based on data volumes or EPS, so customers can capture, store, and search 
as much data as they wish. Costs are predictable and not a barrier to analyzing as much data as an 
organization might need to perform effective detection and reporting.
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Data Lake is built on the open source Elastic Stack (Elasticsearch, Beats, Kibana), and combines these 
components with additional functionality to deliver ease of use and enterprise-level systems management. 
For example, the Elastic Stack is missing the ability to remotely manage log shipping components 
(i.e. Elastic Beats). Exabeam adds remote configuration, upgrading, and start/stop to the open source 
framework. Elastic does not, on its own, have any particular understanding of security logs, but Exabeam 
adds log parsing and a security information model to Elasticsearch. Finally, Exabeam streamlines the 
Kibana user interface and has built special components for security analyst workflows.

Exabeam Cloud Connectors - In addition to the log collection agents included in the Elastic Stack, 
Exabeam offers log collectors for the most popular cloud services, including Salesforce.com, Box, 
Office365, and others. Exabeam Cloud Connectors provide an easy way to report and analyze users’ cloud 
activity and behavior, integrated with activity across internal systems.

Exabeam Advanced Analytics - Already the #1 most-deployed User and Entity Behavior Analytics solution 
in the world, Exabeam Advanced Analytics detects insider threats, compromised accounts, and data loss 
via deep learning and specialized statistical risk models. The Exabeam behavioral analytics capabilities 
recreate the entire attack chain, piecing tougher both normal and anomalous behavior of users and 
entities. Based on a patented session data model, Exabeam creates, in seconds, automatic incident 
timelines that show all activity - good and bad - across multiple IP addresses, devices, and credentials. 
Exabeam analytics amplifies the abilities of SOC and IR staff by automating the manual drudge work of 
creating investigation timelines.

Exabeam Threat Hunter - Where behavioral analytics uses machine learning techniques to notify an analyst 
about an emerging threat, Exabeam Threat Hunter enables that analyst to proactively identify threats on 
the corporate network. Using a simple checkbox interface, Exabeam Threat Hunter can find all user or 
machine sessions that match any combination of attributes and 
activities. Analyst can easily pivot and drill down into sessions to 
follow attacks. This capability is easily performed by even new, 
Tier 1 analysts. 

Exabeam Incident Responder - When Exabeam detects an 
insider threat or other incident, the job isn’t  completed. Now 
your organization must respond efficiently and effectively. 
Exabeam Incident Responder automates a firm’s response 
procedures with incident workflows and playbooks. Incident 
Responder ships with a set of pre-built playbooks for the most 
common incident types, such as malware alerts, phishing 
incidents, data loss alerts, departed insider issues, etc. 
Playbooks can be modified, and customers can create their own 
playbooks, as well.

The benefits of automated, guided response are clear: reduced response time, fewer errors, and improved 
productivity. Exabeam Incident Responder can perform automatic actions (e.g. reset a user password) or guide 
manual actions by IR staff. Exabeam IR workflows tie together the many specialized security technologies that 
already exist in most organizations.

Unlike legacy SIEM vendors, Exabeam aligns product pricing to match customer value. Data management has 
been commoditized via open source big data applications, and should be priced to match. In contrast, effective 
analytics are the most valuable function in a security management platform.
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MACHINE LEARNING, STATEFUL TRACKING, AND ARTIFICIAL INTELLIGENCE

At the heart of the Exabeam platform is a patented stateful session data framework designed to facilitate 
security intelligence and improve incident response. This framework takes log records, network data, endpoint 
records, DLP scans, and other bits of individual information, and connects them into coherent session data 
structures that positively link activity to an identity. There are several characteristics to note about Exabeam 
session structures:

• They contain both normal and abnormal behavior, making it easier for an analyst to understand how risky a 
particular user’s action is, and therefore how best to respond to that action. No other behavioral analytics or 
security intelligence solution does this.

• They hold state as users switch to different account credentials (e.g. a shared admin account), change 
devices, or change IP addresses. Stateful Sessions can track a user across the entire attack chain. Again, no 
other security intelligence solution does this. The usual alternative is weeks of manual work performed by an 
in-house expert or expensive consultant.

• Analysts can query sessions without understanding the underlying log management search language and 
without understanding the individual event codes from various security products. For example, an analyst 
can ask for “all sessions where the user came in via the VPN from a country for the first time, then created a 
new account, then accessed a server for the first time, and then FireEye detected malware on that server.” 
This is difficult to impossible to perform in most SIEM systems but it trivially easy in Exabeam.

In the area of business database management, the creation of OLAP cubes, which reconstructed transactional 
data into a new structure, enabled the field of business intelligence. With BI, any business analyst could ask 
powerful questions and get answers quickly. Exabeam’s session data structures, created by the deep learning 
engines within the Exabeam Platform, do something similar for security intelligence: create a new type of 
security data structure designed to answer powerful security questions, quickly.

Exabeam uses multiple machine learning and AI techniques to create these structures, and also to analyze 
them, to assign risk to activities within sessions, and to track users across the attack chain.
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For more information, please visit the Exabeam website at http://www.exabeam.com,  
or send an email to info@exabeam.com.

APPLICATIONS

The Exabeam Security Intelligence Platform is targeted at the applications that are top of mind for most CISOs 
and risk officers:

• Insider Threat - Malicious employees or contractors use their access rights to copy and steal confidential 
information for career or financial gain. Broad data collection, including data from badge readers, printers, 
USB drives, source code control, etc. enables analytics that can detect malicious activity at its earliest signs. 
Integrated response playbooks establish a consistent and legally valid response to emerging insider attacks.

• Compromised Credentials - Hackers impersonating employees by using valid stolen credentials have been 
the cause of many recent large breaches. Unlimited data collection, advanced analytics, and integrated 
threat hunting enable early detection, while pre-built response playbooks drive best-practices for external 
hacks, such as account reset, system re-image, automatically place this user on a watch list, etc.

• Data Loss Prevention - Most CISOs are investing in DLP processes and technologies, but these often 
struggle at scale. They are simply too noisy. Exabeam includes specific analytics for modeling not only 
related user activity, but also the DLP scanning engines themselves. This modeling reduces noise coming the 
DLP engines, and provides useful context around sensitive data copying and handling. In short, Exabeam 
makes DLP actually effective at scale.

• Regulatory Compliance - GDPR, PCI, CBEST, and SOC 2 are just a few of the data security regulations that 
CISOs and CROs in banking and other industries must manage. With unlimited data collection and storage, 
Exabeam LMS supports a wide variety of compliance audit reporting. Exabeam Analytics and Response 
support multiple controls within these and other regulations.

• Cloud Monitoring - CIOs and CISOs within nearly any organization are managing the transition from a fully 
on-premise architecture to a hybrid cloud environment. The result is improved flexibility and costs, but at 
a loss of control and visibility. Exabeam analytics are fully applicable to any mix of on-premise and cloud 
services, whether through a third party CASB or through Exabeam’s own set of cloud data collectors.

CONCLUSION

Legacy SIEM platforms no longer meet the needs of most organizations. They are built on aging, proprietary 
log data management technologies, (over)priced based on data volumes, have no deep learning analytics, and 
require extensive training and expertise to operate. Overcoming these challenges would require a complete 
product rewrite.

Nearly every company that suffered a public breach in recent years had a large SIEM system in place  
at the time. 

A modern security intelligence platform should be based on open source big data systems where possible, 
should leverage deep learning and AI for detection and guidance, and should use automation to make the 
lives of security analysts easier. A solution built on these principles looks very different from the legacy SIEM 
solutions in the market today. Exabeam has built such a system, and it is in use at leading global firms in the 
financial services, health care, retail, energy, manufacturing, and government industries. This platform is licensed 
in a manner that doesn’t prevent customers from capturing and analyzing every byte of data they generate, and 
won’t result in surprise bills down the road.


