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Introduction
For most information security organizations, incident response is a numbers game that rarely favors the 
defenders. In the real world, the deluge of cyberattacks and sheer volume of alerts—a high number of which 
are false positive—overwhelms security operations centers (SOCs) so thoroughly that security teams can 
barely keep up. The problem is that the average organization tends to handle incidents in an ad hoc and 
highly manual fashion, with a less-than-full complement of responders due to a lack of budget and skilled 
analysts. Meanwhile, criminals continue to flood systems with thousands of automated attacks on all fronts.
 
Such factors back up workflow before teams can even begin to take action on problems. When it comes to 
effective incident response, three major stumbling blocks stand in the way: 
• Analysts struggle to accurately detect attacks and insider incidents
• Difficulty of prioritizing the most risky issues
• Inability to quickly investigate incidents to validate what action needs to be taken

It’s a common scenario facing most security analysts today. Take, for instance, one practitioner who 
explained that his team is flooded with 30,000 alerts a week from various security tools monitoring his 
company’s environment. Of those alerts, his team is able to deal with only seven. Not 7,000 or even 700. 
Just seven.

Clearly, something needs to give.

Understanding how automation can slash response timelines and 
increase SOC productivity
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To make over ineffective security analysis and incident 
response practices, organizations need to rethink their 
current playbook. And a big part of that will need to involve 
SOC automation. 

While automation claims from security vendors may 
sometimes sound over the top, the truth is that when 
done well, automation can greatly amplify a security team’s 
effectiveness and reduce the time it takes to respond to 
the most damaging incidents. Automation may not be able 
to solve every security problem, but it can lessen the pain 
of the security skills shortage and level the playing field 
by drastically reducing the workload blockage impeding 
remediation. Here’s how.

Timeline before automation
The average incident investigation today takes approximately 
five days and usually involves multiple labor-intensive steps. 
Here’s how it typically breaks down under this traditional 
mode of operation:

Step 1: Detection and prioritization
As alerts flood the SOC, analysts must spend time 
separating false positives from true positives. Analysts 
then have to prioritize which true positives need immediate 
action, focusing on the value and criticality of the systems 
at risk and the potential severity of the scope of the attack 
based on the type of indicator of compromise.

Typical time: 1-3 hours per incident

Step 2: Gathering raw data
After finding and prioritizing certain indicators of compromise 
for further investigation, analysts must then employ multiple 
tools to gather as much information about the attack flow as 
possible. This process includes collecting information from 
log management and domain controllers, digging up login 
activity information from mission-critical business systems 
and examining other telemetry across the network and 
security infrastructure.

Typical time: 1-2 days

Step 3: Data validation and normalization
At this point, the investigation data probably needs to be  
tuned. This includes normalizing the data and validating that 
everything is accurate. For example, when an investigation 

involves access from a foreign country, the team would need 
to rule out that an employee is on vacation or a business trip 
and has a valid reason for dialing in from that location.

Typical time: 1-3 days

Step 4: Complete investigation
Once the data has been gathered and prepared, analysts 
then need to organize it and connect the dots in a usable, 
coherent manner. 

Typical time: 1-2 days

It is not until these four steps have been completed that the 
final, most important step—taking action—can happen. If 
it’s been determined an employee was hacked, the action 
might be resetting a password or reimaging a system. If it’s 
a malicious employee who is stealing manufacturing plans, 
for example, it may be time to talk to human resources, the 
legal department and the employee’s manager. Considering 
that these additional actions will take time to carry out as 
well, it becomes clear that the four previous steps add 
unnecessary time to a process that needs to be as fast as 
possible in order to reduce enterprise risk.

How automation cuts it down to seconds
SOC automation can greatly cut the time needed prior to 
taking action to mitigate the risk of security incidents.

Ideally, a SOC automation system is hooked into all of the 
disparate systems that traditionally provide analysts with  
the data streams they hunt through in the traditional  
manual incident management process. Rather than eating 
up days in preparatory work, SOC automation puts all of  
the compiled, tuned and validated data at analysts’ 
fingertips in a few seconds, allowing them to skip straight to 
mitigation actions.

To drastically reduce the time needed for what is traditionally 
a four-step process, the systems conduct background 
processing on user activity. Specifically, they collect 
data and construct dossiers on users’ activity, and in a 
continuous, behind-the-scenes manner, they stitch together 
the information into coherent forensic stories about usage 
sessions. That way, when an analyst needs specific 
behavioral information, it is readily available and searchable 
within a manner of seconds.
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Before 
Exabeam

With 
Exabeam

Cost Savings 
Per Month

Cost Savings 
Per Year

Security Operations
Alert Reduction

- Alerts Per Month 3,000 2,010
- Alerts Missed 2,400 0
- Time To Close Alerts Hours 5 0.5 $135,675 $1,628,100

Account Lockouts
- Case Costs (At $75/hour Labor) $225 $18.75 $12,375 $148,500

Data Loss Prevention
- Incidents Detected 10% 90%
- Cost Per Serious Incident $25,000 $10,000 $8,400 $100,800

Incident Response
 - Investigation Data Collection (Days) 3 0.25
 - Incidents Per Month 40 40
 - Incident Cycle Time Total Per Month (Work Days) 120 10
 - Cost Per Incident (At $75/Hour Labor) $258.75 $26.25 $9,300 $111,600
 - Cost To Hire Outside Firm To Build Incident Timeline $50,000 $112,500 $37,500

Hourly Rate $75 $165,750 $2,026,500
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To learn more about how Exabeam can provide a new data layer for your security analytics, 
check out the whitepaper “Understanding the Exabeam Session Data Framework.” 

Taking action: What still needs doing after 
automation does its job
Again, SOC automation won’t solve all of your security 
problems. A security team will still need to do the work of 
remediating a problem once it has been uncovered and 
validated. However, automation plays a big part in  
reducing the time it takes to detect, prioritize and  
investigate incidents.

Ideally, a SOC automation tool should easily interface 
with the systems that enable incident responders to take 
technical action, such as shutting down a user’s system or 
turning off an account. In many cases, automation can be 
extended through remediation simply by running scripts to 
have the SOC automation system call external systems and 
invoke certain actions automatically.
 
Regardless of how it’s done, it is clear why the groundwork 
needs to be laid to reduce the time it takes to begin 
remediation. Cutting down the incident response time frame 
from days to just seconds not only reduces the attacker’s 
window of opportunity, but also makes it possible for 
understaffed teams to get to many more incidents  
per week.

How Exabeam can help
As a leading provider of SOC automation, Exabeam helps 
organizations make over stalled-out incident response 
programs. The Exabeam platform’s unique session data 
model, called Stateful User Tracking, helps responders 
automatically find attack techniques such as lateral 
movement and privilege escalation through advanced 
behavior analytics. 

The support provided by Exabeam’s platform can help SOC 
teams amplify the power of their security analysts, giving 
them the capability to get through more alerts more quickly 
on a consistent basis. 

The ROI and operational benefits of this approach are 
dramatic for Exabeam customers, and affect security 
operations, data loss prevention and incident response. A 
typical customer may see alert handling time drop from five 
hours to 30 minutes, and account lockout costs drop from 
hundreds of dollars to less than $20. Adding in the reduced 
cost of threat hunting and incident response, the typical 
savings can reach $2 million per year or more. The table 
below highlights the results of an average F1000 customer.

http://info.exabeam.com/lp-understanding-the-exabeam-session-data-framework

