
ANALYTICS FOR RANSOMWARE

Ransomware is proving to be one of the most painful security issues of the year. Many firms seem unable to detect ran-
somware as it enters the corporate network or as it moves laterally from system to system. Since the impact of ransom-
ware is proportional to the number of systems it infects within an organization, it is valuable to detect its spread quickly, 
before it reaches a critical mass of infected systems. 

Exabeam, through our Analytics for Ransomware application, provides significant capabilities for detecting the initial 
entry and spread of ransomware throughout an organization’s IT infrastructure, including endpoints, networks, servers, 
and cloud services. No other approach can operate so broadly to detect malware.

KEY BENEFITS

While other security products attempt to detect or present ransomware infections, Exabeam provides three important 
benefits: 

• Operates everywhere – Unlike endpoint security products that can only see ransomware once it hits an employee’s 
desktop, Exabeam can track ransomware anywhere in the enterprise environment, including hybrid clouds and 
devices where agents can’t be installed. For example, an employee might use a BYOD tablet to access the Web, 
inadvertently downloading malware, then access a cloud file sharing service and passing the ransomware along. A 
corporate endpoint security product won’t see this at all. Exabeam can perform behavioral analysis on processes 
running at multiple layers in the IT environment, which provies comprehensive visibility and faster detection.

• Signatureless detection – Behavioral analytics is extremely effective in detecting new strains of ransom-
ware, before any signatures are available. While the specifics of a new strain may vary, certain behaviors, 
such as volume of file deletion and copy, background image change, etc. are good indicators of the presence 
of ransomware. The use of behavioral techniques provides earlier detection and avoids business disruption. 

• Identify lateral movement – In the same way that worms increased the impact of computer viruses, new “mobile” 
strains of ransomware will increase the impact of this type of malware. Most strains aren’t particularly good at copy-
ing themselves from one user to another, but this is changing and soon the impact of ransomware will increase 
dramatically. Exabeam Stateful User TrackingTM identifies lateral movement easily, helping to prevent the spread of 
“ransomworms” before they cause damage.
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HOW IT WORKS

Exabeam uses a combination of machine learning and security 
research to detect instances of both known and unknown (i.e. 
zero day) types of ransomware. 

• Machine Learning – Exabeam creates baselines of normal 
behavior, then uses those baselines to evaluate new ac-
tivity. Analytics for Ransomware uses techniques similar to 
those for analyzing user behavior, but also applies these 



to system processes to detect unusual file ac-
tivity. Without using signatures or static cor-
relation rules, the application learns the nor-
mal file access behaviors of every employee, 
as well as the normal activation and access 
patterns of system processes. When user ac-
counts begin performing unusual or high-vol-
ume file operations, or when a new process 
executes for the first time and begins high-vol-
ume file activity, Exabeam flags this behavior 
as anomalous and potentially consistent with 
ransomware. These techniques work with un-
known ransomware as well as known variants, 
often supported through threat intelligence 
feeds.

• Threat Research – Known strains of ransom-
ware typically use specific file extensions or 
follow known patterns or indicators of com-
promise. Exabeam’s Threat Research Team 
verifies these indicators and creates rules to 
apply them to process behavior.  For example, 
if a process activates and begins communi-
cating with a pseudo-random (or algorithmi-
cally-generated) domain name, this may be 
a likely indicator of a known type of malware, 
and Exabeam can score this activity with a 
high risk score.
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For more information, please contact Exabeam at info@exabeam.com

Analytics for Ransomware: Session Results List

ANALYTICS FOR RANSOMWARE  DATASHEET

OPERATING INFORMATION

Works With Any Log or SIEM System including:
• IBM QRadar
• Splunk
• HP ArcSight
• McAfee ESM
• RSA Security Analytics

In addition, Analytics for Ransomware can integrate with any log system via syslog forwarding. Additional feeds from prod-
ucts such as Data Loss Prevention, endpoint security, cloud security, network data, and others can be easily integrated and 
used in Exabeam.


